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ABSTRACT The significance of Industrial Internet of Things (IIoT) is undeniable, yet many critical
industries remain hesitant to adopt it due to fundamental security, transparency and safety concerns.
Developing a mechanism to address these concerns is challenging, as it involves a large number of
heterogeneous devices, complex relations and human-machine contextual factors. This article presents a
comprehensive analysis through a systematic review of ontologies and key security attributes essential
for modelling the security of IIoT environments. Our review includes an extensive analysis of research
articles, semantic security ontologies, and cybersecurity standards. Through this analysis, we identify
critical security concepts and attributes, which can be leveraged to develop standardised security ontologies
tailored for IIoT. Additionally, we explore the potential of integrating ontologies into the Industry
5.0 paradigm, which emphasises human-centricity, resilience, and sustainability. While ontologies offer
structured modelling capabilities, their alignment with Industry 5.0�s unique collaborative and adaptive
security needs remains limited. Our review suggests that existing security ontologies are not fully aligned
with security goals, exposing many important research gaps. These gaps include areas such as semantic
mapping techniques, security-by-design ontologies, holistic security standards, and ontologies that address
the sociotechnical aspects of IIoT.

INDEX TERMS Security ontology, industrial Internet of Things (IIoT), cyber physical systems,
cybersecurity, security attributes.

I. INTRODUCTION

THE INDUSTRIAL Internet of Things (IIoT) refers
to interconnected sensors, actuators, instruments,

machines, and other networked devices. These IIoT systems
can range from advanced embedded systems to sim-
ple single-board computers, equipped with sophisticated
prediction, analytics, and visualisation services. All these
services facilitate automation in various sectors, including
supply chain management, manufacturing, construction, and
energy efficiency in buildings [1], [2], [3], [4]. The IIoT
enhances work efficiency, ensures the safety of production
facilities, and provides advanced energy efficiency solutions
in Building Management Systems (BMS) and addressing

the impacts of climate change. Conversely, the Consumer
Internet of Things (CIoT) supports applications designed to
make consumers� lives more convenient and easier [5], [6].
From an architectural view, the key difference between
Internet of Things (IoT) and IIoT is the variation in types
of service functionality requirements at the service layer. In
order to review security ontologies, we refer the IIoT as �A
system comprising networked smart objects, cyber-physical
assets, associated generic information technologies and
optional cloud or edge computing platforms, which enable
real-time, intelligent, and autonomous access, collection,
analysis, communications, and exchange of process, product
and service information, in the industrial environment� [7].
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The exponential proliferation of IoT devices, coupled
with their deployment in Critical National Infrastructures
(CNIs) and privacy-sensitive applications, and the prevalent
deficiency in built-in security measures make these systems
attractive targets for attacks [8]. Consequently, sectors involv-
ing highly critical buildings, citizen services, and industries
exhibit reluctance in adopting IIoT technologies [9], [10].
For instance, consider the extent of damage stemming from
security breaches and the breakdown of IIoT systems that
manage water resources, autonomous rail networks, smart
traffic signals, food chillers, smart grids and food supply
chain [11], [12], [13]. Most of these security issues stem from
the integration of legacy Industrial Control Systems (ICS)
with IIoT devices [9]. The integration of IIoT devices with
legacy ICS aims to enhance functionality, performance, and
productivity. However, this integration broadens the threat
landscape, introducing additional attack vectors that can be
exploited to target industrial systems, because legacy ICS
devices often lack the necessary security functionalities [14].

The security of IIoT devices is challenging for several
reasons. The IIoT contains numerous heterogeneous devices
installed into industrial controls and they lack operate-
time permissioning to communicate and exchange data with
different machines and the way these are operated and
serviced [9], [14], [15], [16]. For example, there is an
issue with applying patches or testing untrusted security
solutions on live industrial systems and managing default
passwords. Thus, security modelling is considered one of
the viable alternatives which enables the capability to
support operate-time security testing and to predict the
cascading effects of device failure in advance. Ontology
is one of the recognised and acceptable approach to
identifying and modelling the cascading effects during
operate-time and represent the complex environments in
other domains including banking, social networks, clinical
diagnosis [17], [18], [19], [20], [21]. Ontological methods
are also prevalent in smart city modelling, Machine-
to-Machine (M2M) communication, devices virtualisation
and modelling sensors� observations [22], [23], [24]. The
use of ontologies in security modelling is also gaining
importance [25], [26], [27]. In ontology, a concept is a
core component which represents entities or things, such
as IoT devices. Along with other ontology components
such as relations, instances, and axioms, it provides a
structured and semantic way for modelling complex secu-
rity relationships among devices. In this way, it enables
detailed threat modelling by facilitating the identification of
vulnerabilities and the development of mitigation strategies
through automated reasoning. Ontologies play a key role
in advancing Industry 5.0 by enabling the representation
of security mechanisms that facilitate interoperability and
support value creation in the complex context of IIoT
applications [28]. This approach chimes with Industry
5.0�s accent on resilience and human-centric technologies.
Ontologies would be used by organisations in strengthen-
ing cybersecurity through intelligent threat detection and

responses. AI-driven ontologies will make it possible to
describe controlled and uncontrolled factors that exploit
vulnerabilities to allow dynamic classification, prediction,
and real-time response to cyber threats [29]. The integration
ensures decentralized control and enforces data privacy
along the supply chain-a key and necessary aspect for
Industry 5.0, aiming for sustainable and secure opera-
tions. For example, security ontologies are utilised for
identifying relations among threats and appropriate coun-
termeasures [30], [31], cyber threat intelligence [29], [32],
intrusion detection, representing prevalent machine learning
threats and countermeasures [33], complement machine
learning for analysing and predicting of threats in supply
chain [34], Web of Things (WoT) security modelling [35],
IoT devices security modelling in IIoT applications [8].
However, these approaches lack the standardized security
ontology to support IIoT security modelling. For example,
there is no standardized ontology that contains essential
concepts for security goal oriented modelling as well as
enabling design-time and operate-time security features.

A. CONTRIBUTION OF THIS STUDY
This article presents the findings of a systematic review
of security ontologies that either fully support or can be
extended for modelling the security of IIoT devices. The
central focus of this review is to analyse the ontologies
with respect to security goals and to pinpoint the crucial
security attributes that facilitate the security modelling of
IIoT devices. In addition, we briefly explain the succinct
research gap and potential future directions on security
ontologies for IIoT.

Our review is advanced from the state-of-the-art in several
aspects:

� Firstly, to the best of our knowledge, this is the first
systematic review conducted on security modeling of
IIoT using semantic methods.

� Secondly, the existing surveys are lacking in critically
reviewing and identifying the security attributes to
support the security modelling of IIoT devices.

� Thirdly, this review investigates the extent to which
ontologies facilitate goal-based representation and
modelling of cybersecurity knowledge.

� Fourthly, our survey presents the research gap and
future directions for developing the IIoT�s security
ontologies.

B. ORGANISATION OF THE PROPOSED ARTICLE
The rest of the paper is organised as follows. Section II
presents related work. Sections III and IV provide details of
data collection and the strategy of data analysis, respectively.
Section V provides a review of ontologies which could
be used for IIoT security modelling. Important acronyms
are defined in Table 5. Section VI showcases the key
security concepts and attributes. Section VII outlines the
research gaps, recommendations and future work. Finally,
Section VIII concludes the study.
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II. RELATED RESEARCH WORK
In this subsection, we critically analyse the state-of-the-
art surveys on cybersecurity ontologies in the context of
IIoT. Recently, the literature has seen numerous reviews and
research studies aimed at exploring potential ontologies for
IIoT, including their implementation, applications, and future
research directions [7], [25], [26], [31], [32], [36], [37],
[38], [39], [40], [41]�, [42], [43], [44], [45], [46], [47], [48].
For instance, Boyes et al. [7] provide an exposition of IIoT
system security requirements and a proposed comprehensive
framework for the systematic analysis of security threats
and vulnerabilities. In particular, surveys [36], [38] focus
on cyberattack taxonomies and categorise attacks according
to their methods, locations, and consequences. Additionally,
they categorise industrial security challenges and link them to
relevant enabling technologies. Similarly, study [43], focuses
on ontologies in the context of security assessment and
categories based on their characteristics, research issues
addressed, and application domains. Martins et al. [31]
showcase a comprehensive review of cybersecurity ontolo-
gies, identifying twenty eight distinct examples. Based on
their analysis, they developed a framework that classifies
ontologies according to their application level, generality
level, formalization level, and axiomatization level. Another
survey study [41], focuses on categorisation of ontologies
based on their various functions in IoT, such as sensor rep-
resentation, observation description, and service discovery.
Further, review by Adach et al. [25] pointed out that existing
ontologies in the security domain are difficult to categorize
and may not adhere to security standards, thereby leading to
inconsistencies in security knowledge. Survey [32] examines
the use of ontologies to model and enhance supply chain
security, focusing on connectivity, data integrity, and system
convergence. Similarly, [42] explores various blockchain
consensus algorithms and develops a formally specified
ontology to facilitate reasoning about these algorithms.
Survey [46] assesses how ontologies address critical aspects
of Operational Technology Systems (OTS), such as safety,
security, and operational requirements. The role of ontologies
in the context of industry 4.0 reviewed in [39], this review
suggests that ontologies can provide a standardized way to
enable seamless communication and data exchange between
various intelligent systems, both human and artificial, in
smart manufacturing environments. Explainable Artificial
Intelligence (XAI) facilitates decision-making in complex
industrial systems by providing interpretable and actionable
insights, particularly in scenarios involving data fusion
from multiple sources. Authors in study [47] highlight the
integration of XAI in Industry 5.0 to address transparency
and trust challenges in cybersecurity. Study [48] introduces
a Digital Twin Workshop (DTW) that integrates ontologies
to allow semantic reasoning on unsafe states in human-
centric Industry 5.0 environments. Article [49] Proposes a
lightweight ontology for Industry 5.0, integrating humans,
devices, and processes. The research automated the identi-
fication and mitigation of safety risks in manufacturing by

using ontology-based models and AI-driven detection meth-
ods. Ontologies enhance the interpretation of relationships
between system entities, contributing to proactive safety
management.

Several surveys [26], [40], [43], [47], [48] have found
that there is a lack of research on critical issues such
as safety, trust, transparency in the context of industry
5.0 cybersecurity decisions, knowledge reuse, automation,
interoperability, heterogeneity, human factors, and assess-
ment coverage. Specifically, [37] revealed that ontologies are
primarily utilised to enhance compatibility, maintainability,
and usability in IoT, with a focus on architectural and
contextual modelling. However, significant gaps remain
in areas such as efficiency, reliability, and the modelling
of system states and objectives, underscoring the need
for further research. To the best of our knowledge, no
existing survey has focused on ontologies in the context of
cybersecurity goals. In Table 1, we compare and contrast the
above-discussed state-of-the-art with this article in terms of
key aspects of ontologies for IIoT security.

III. METHODOLOGY OF THIS SURVEY
A. SYSTEMATIC REVIEW PROTOCOL
The aim of this review is to analyse ontological and
non-ontological resources to identify key security attributes
for modelling safe and secure IIoT systems for critical
and highly sensitive applications. To achieve this, we
followed the well-known PRISMA guidelines and the Grant-
Booth framework [50], [51]. These approaches ensured
the inclusion of high quality and relevant articles while
maintaining a comprehensive focus on the objectives of our
study [52], [53]. Systematic reviews offer several advan-
tages, such as: (I) enables comprehensive searching, filtering,
analysis and comparison of existing research related to the
topic of interest; (II) helps to identify contributions in the
fields and understanding of concepts and terminologies; (III)
supports identification of open problems, challenges, and
research gap; and (IV) aids development and synthesis of
ideas to improve the efficacy of existing methods or to
innovate a new method to solve issues. Furthermore, the
methodology of review protocol is summarised in Figure 1.

Research questions:
RQ: What are the key concepts, attributes, and ontological

approaches to support safe and secure IIoT applications?
We refined the main research question into the following

more specific sub-questions:
� RQ 1: What type of key security concepts and properties

are being developed to secure IIoT devices?
� RQ 2: What are the main security concepts to represent

the IIoT data collection and dissemination?
� RQ 3: What kind of security ontologies and vocabularies

are available that can be used for the security modelling
of IIoT devices and applications?

� RQ 4: Do existing security ontologies provide concepts
and properties for security goals relevant to safe and
secure IIoT applications?
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TABLE 1. Comparison and summary of related surveys.

Following the definition of the research questions, a
set of key terms are derived and agreed upon by the
authors. These terms were then combined using the
Boolean operator to maximise the retrieval of relevant
literature.

Search strings: Industrial Internet of things or IIoT
ontologies or taxonomy or knowledge representation and
security or cybersecurity

Inclusion filters: Selected studies had to satisfy at least
one of the following three criteria. These criteria were
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FIGURE 1. Research data collection and filtering methodology.

carefully chosen to clearly define the boundaries of data
collection for this review.

1) The research addresses the security of IIoT devices,
including sensors, actuators, wireless routers, and any
central or edge devices.

2) The research proposes security frameworks and
attributes for dissemination of IIoT data to and from
IIoT devices and infrastructure.

3) The semantic ontologies standard, developed by focus
groups.

Exclusion filters: Non peer-reviewed or pre-print research
except the following:

1) Unpublished IoT ontologies developed by the stan-
dardization bodies.

2) Research articles presented as poster papers, although
they proposed security ontologies for IIoT devices.

3) Research that did not propose any framework, security
attributes or ontologies.

B. DATA COLLECTION PLAN AND REPOSITORIES
To mitigate the bias in data collection, it is further decided
that all authors will separately search by using search
strings in a parallel and iterative manner. Adhering to the
planned strategy, we performed a double semi-automatic
search while focusing on article titles and abstracts. The
rationale for performing double searching in title and
abstract fields stems from evidence suggesting that title-only
searches do not yield sufficiently relevant research data [54].
However, some researchers argue that the title, abstract, and
keyword screening alone is not enough, advocating instead
for full-text searches [55]. To minimise the retrieval of
excessive unrelated and low-quality data, we avoided full-text

searching. After defining the data collection plan, searches
for relevant data were conducted in IEEE Xplore Digital
Library, ScienceDirect, Springer, ACM Digital Library, Web
of Science, Google Scholar, and GitHub repositories.

IV. CRITERIA FOR ONTOLOGIES ANALYSIS
Ontology classification is a criterion for observing and
analysing characteristics of ontologies [56]. For the analysis,
we consider several factors, including the type of ontology,
supported features, online availability, conceptual and termi-
nological similarities, and alignment with the security goals
that can be achieved through the ontology.

A. CLASSIFYING ONTOLOGY TYPES
For analysis, ontologies are categorised in two distinct
classifications: the general or top-Level ontology and the
application-level ontology. The top-level or upper-level
ontology includes abstract and overarching concepts that
are universally applicable across various domains and these
concepts are consolidated in a unified logical framework to
represent the most general aspects of reality, such as the
distinction between continuants (also known as endurants)
and occurrents (also referred to as perdurants) [27], [31],
[54], [55]. General security ontologies are abstract ontologies
that could be extended to any domain applications, and
their specific features are modelled according to the targeted
environment [57].

B. CLASSIFYING ONTOLOGY FEATURES
We analyse how concepts and properties in security ontolo-
gies differ from related ontologies, often using identical
concepts under different names. Our analysis focuses on clar-
ity, stability, and extensibility. Clarity assessment emphasises
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well-defined concepts and properties with sufficient metadata
and annotations, ensuring their intended functionality in the
security ontology [58], [59], [60]. Stability evaluation checks
coherence and logical integrity across hierarchical structures
of classes and object properties [61]. For extensibility, we
verify that concepts and properties are broadly defined
without unnecessary constraints, promoting reuse in other
ontologies [60], [62].

C. SECURITY GOAL CRITERIA ANALYSIS
To address the security challenges of Cyber Physical Systems
(CPS), a set of eight security goals has been identified
from [63]. However, in the context of IIoT, Industry 5.0
framework and insights from a cybersecurity consultant,
the scope of this study focuses on five security goals to
ensure a more targeted and practical approach. We analysed
how security ontologies address a set of five security
goals such as availability, resiliency, safety, integrity, and
confidentiality by examining their classes, properties, and
cohesiveness [25], [64], [65]. From availability, we mean
that the security ontology classes and concepts represent the
situation of consistent accessibility of resources, assets and
processes when needed in a timely manner and should also
be able to self-heal within the stipulated time in case of
successful cyberattack. For resiliency, we assess whether the
security ontology provides any classes, properties and suf-
ficient metadata to support the recovery and transformation
of services, processes, or assets after causalities in a rea-
sonable time [64], [65]. For safety goal we focus the safety
definition as �the designed system should not put health of
individuals, environments and associated assets at risk and
also should be able to identify and mitigate the potential
vulnerabilities� [63], [64]. Integrity mean that data or IoT
device is accurate, consistent, and unaltered during sensing,
actuating, storage or transmission. For integrity, we assess
whether the ontology�s concepts and classes adequately
support integrity objectives. A security ontology must be
equipped with the necessary metadata, classes, and properties
to prevent and report any unauthorized alterations to the
system�s state, processes, or assets. For example, integrity
of data is compromised if unauthorized change is made to
the data received from industrial sensors or equipment. It
is essential to guarantee modelling and implementation of
integrity goals to ensure authorized update to a system. To
analyse a security ontology for confidentiality, we examine
whether it provides classes to support data protection in
accordance with the UK Data Protection Act (UDPA) and
ensure measures necessary to protect the privacy of collected
and aggregated personal data.

V. MODELLING IIOT SECURITY WITH ONTOLOGIES
A. VULNERABILITY DESCRIPTION ONTOLOGY
The Vulnerability Description Ontology (VDO) developed by
the National Institute of Standards and Technology (NIST)
for characterising vulnerabilities found in various forms in
software, and hardware including Information Technology

Systems (ITS), ICS, and medical devices [66], [67]. The
classes and properties defined in the VDO support the
Vulnerability Management Process (VMP) and facilitate the
sharing of information among diverse stakeholders through
a common language. This utility arises from the VDO�s
provision of a minimal yet comprehensive set of required
classes and properties to model vulnerabilities across differ-
ent devices and systems using ontological methods.

Contributions:
� The VDO provides metadata for vulnerabilities knowl-

edge representation and management.
� It provides a comprehensive list of classes to represent

and automate the analysis of vulnerabilities.
� It describes the relationships between various classes.

For example, VDO identifies the scenario class semantic
relationships with vulnerability, context, attack theater,
product and type classess, where the scenario is a
placeholder to allow a description of events surrounding
the possible use of a single vulnerability.

� It comprises a minimum number of required classes for
analysing and managing the vulnerabilities in any type
of system, hardware or IIoT infrastructure.

� All classes are well explained, this increases the VDO�s
usability and extensibility and suitability to be used for
IoT devices� VMP.

Limitations:
� The rigid classification of VDO classes into three

categories�mandatory, recommended, and optional,
as depicted in Figure 2)�may vary in pragmatic
approaches. Moreover, classes might shift from one
category to another.

� The VDO does not offer classes focused on security
goals.

B. WEB OF THINGS SECURITY ONTOLOGY
The WoT working group has recently released Web of Things
Security Ontology (WoTSO) for cross-domain interoperable
security modelling [35]. It�s main objective is to represent
machine interpretable security mechanisms that could be
applied to things in the IoT environments. The WoTSO
contains nine classes, six objects, and eight data properties.
Among them, the SecurityScheme is the main class that
contains eight subclasses and relevant properties such as
name and in. The SecurityScheme class like concept was
previously proposed in Internet of Things Security (IoTSEC)
with the name of SecurityMechanism [68]. The WoTSO
is a partially general ontology because it describes some
related concepts at the instance level. This ontology provides
classes and properties with clear definitions and sufficient
metadata so it can be extended independently. The WoTSO
partially passes the security goals: resiliency and safety
with SecurityScheme class and authorisation, token and
refresh properties; the confidentiality security goal with
OAuth2SecurityScheme class; the integrity security goal with
PSKSecurityScheme class. Nevertheless, this ontology does
not support the availability security goal.
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FIGURE 2. Vulnerability description ontology concepts classification.

Contributions:
� The WoTSO provides a basic set of classes, objects and

data properties for managing the access and control of
things over the Web.

� The WoTSO defines classes and properties tailored to
specific technologies and security protocols, facilitating
the development and implementation of application-
level ontologies.

Limitations:
� In WoTSO the classes are specialised and thus not

suitable for reuse in top-level ontologies.
� WoTSO ontology exhibits significant issues regarding

clarity, stability, and extensibility, as it lacks sufficient
metadata for its classes and properties. For instance,
object properties are specified without defining their
corresponding range and classes.

� The WoTSO failed to include classes that address
availability and recovery security goals.

C. REFERENCE ONTOLOGY FOR IOT SECURITY
The IoTSEC ontology focuses on semantic relationships
among threats and security risks [68]. It is founded on
the basis of component risk analysis and information
security issues [69], [70]. The IoTSEC ontology contains
several key classes, including Asset, Threat, Vulnerability,
SecurityMechanism, SecurityProperty, and TypeOfDefense

classes. The IoTSEC ontology has been used to model the
security of IoT systems at design-time and operate-time [71].
The Design-Time Modelling (DTM) provides security
services at the business processes and application-level,
whereas operate-time security is aligned with monitoring
and actuating of IoT devices for the industrial access and
control. We categorise IoTSEC ontology as an application
level ontology, characterised by limited metadata for its
classes and properties. It supports safety security goals by
providing the SecurityProperty class and partially addresses
the confidentiality goal via the AccessControlMethod and
AuthenticationMethod classes. Furhtermore, it contributes
to the integrity goal through the EncryptionAlgorithm and
ChecksumAlgorithm classes. However, it is important to note
that the IoTSEC ontology did not explicitly state its security
goals, which is our understanding.

Contributions:
� IoTSEC is a reference ontology for IoT secu-

rity modeling, featuring clearly defined classes and
properties.

� IoTSEC translates top level classes into second and
third levels, encompassing subclasses and instances, to
effectively represent application-level knowledge.

� The well-defined relationships among cybersecurity
concepts will support analysis of the causes and effects
of vulnerabilities on the assets in IoT and can be used
to develop IIoT security ontologies.
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� The proposed ontology introduces a SecurityProperty
class, which can be utilised to enhance the articulation
of security objectives for IoT devices and systems.

Limitations:
� The vulnerabilities related to human factors were not

considered in the reference security ontology, which are
essential for a comprehensive security model for IoT
devices.

� Some concepts such as Correction, Detection,
Prevention, Recovery, Response are represented as indi-
viduals. which limits the ability to add further attributes.

D. ATTACK AND COUNTERMEASURE
The Security Toolbox - Attacks & Countermeasures (STAC)
is an extension of M3 ontology [72], [73]. This ontology
was specifically developed to enhance the security of
M2M communication devices in the context of sensor
network. To encapsulate various security concepts pertinent
to this domain, the ontology introduces several key classes,
including but not limited to Attack, SecurityMechanism,
Technology, SecurityProperty, and OSI Model. According
to our ontology feature definitions (Section IV), STAC
ontology supports the extendable feature. Due to strong cause
and effect relationships among the classes, STAC ontology
provides classes and properties to support resiliency, safety,
integrity, and confidentiality security goals. Additionally,
this ontology provides security mechanisms that can sat-
isfy one or more security goals. For instance, Virtual
Private Network (VPN) class satisfies integrity and confi-
dentiality. The STAC ontology is available online in Web
Ontology Language (OWL) format and can be accessed
from [74].

Contributions:
� Propose classes and properties for threats and security

mechanisms classification in the context of various
technologies such as Sensor, Cellular, Wireless and
M2M.

� Categorise attacks and security mechanisms according
to the Open Systems Interconnection (OSI) model.

� Specifies the relationships between security mechanisms
and security properties.

� Although the security goals are not explicitly dis-
cussed in STAC ontology, however, it provides a
SecurityProperty class that can be used to complement
security goals, including resiliency, safety, integrity, and
confidentiality.

Limitations:
� The ontology lacks consideration of human factors

influencing the security of IoT devices.
� Classes addressing security risks stemming from vul-

nerabilities and cyberattacks on IoT devices are absent.

E. CYBERSECURITY VULNERABILITY ONTOLOGY
While Cybersecurity Vulnerability Ontology (CVO) [57] was
initially proposed to model general cybersecurity issues, its

FIGURE 3. Example for using CVO with SSN ontology-classes from SSN are
highlighted with green and blue colour.

abstract concepts are versatile and can effectively apply to
security modelling for the IIoT environments. The CVO was
developed based on the NIST-VDO [69], [75]. It contains
five core classes: Vulnerability, Intelligence, Threat, Product
and Countermeasure. The Countermeasure class is focused
on security mechanisms designed to address and mitigate
vulnerabilities in products or assets, including firewalls,
access control systems, and digital signatures [25]. The
CVO�s CounterMeasure concept is similar to IoTSEC and
STAC�s ontologies SecurityMechanism class [68], [72] and
WoTSO�s SecurityScheme class. Our review suggest that
the Intelligence class might be useful for Industry 5.0
applications -where human and machine work together to
protect the IIoT environments� security.

The CVO is not merely a general ontology; it offers
clarity and extensibility in its features. The Semantic Sensor
Network (SSN) ontology [76] can leverage the classes and
properties provided by the CVO for modelling the security of
IIoT devices. As shown in Figure 3, the SSN classes: Sensor
and System (depicted in grey), have been assigned attributes
such as Threat, Impact, and Attack Complexity, which have
been adapted from the CVO ontology. These attributes enable
the detailed representation of threats, impacts, and attack
metadata in the context of IIoT devices.
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Contributions:
� Proposed an ontology for vulnerability knowledge

representation and threat intelligence.
� Evaluated a developed ontology through various quality

parameters: accuracy, completeness, consistency.
� Ontological and non-ontological resources were used to

develop CVO ontology classes and properties.
� A conceptual model for cyber intelligence was presented

to provide insights into the relationships among var-
ious classes that enable cyber intelligence alerts and
countermeasures.

� CVO classes and properties were defined with sufficient
metadata and clarity that make it a better choice for
modelling the security of IoT devices and applications.

Limitations:
� In CVO, many concepts have been reused from other

ontologies and Twitter data that should be properly
investigated for IIoT systems vulnerability management
and threat intelligence alert systems.

� The CVO lacks classes that represent vulnerability
management and threat intelligence alert systems in
relation to security goals. Additionally, it does not
account for the four key security domains: People,
Physical, Process, and Technical.

F. SECURITY THREAT ONTOLOGY
The IoT Security Threat (IoTST) ontology delineates security
attributes and includes inference rules for detecting attacks in
the IoT environment [76]. This ontology contains five main
classes: Platform, Vulnerability, Weakness, AttackPattern,
and Campaign. Platform represent entities that can be
affected due to vulnerability. The vulnerability class is
introduced to represent any weakness in IoT devices and
communication systems, a similar concept used in other
ontologies to address related issue such as IoTSEC [68]
and CVO ontologies [57]. Additionally, IoTST proposes a
new concept called Campaign, which represents a series of
activities or attacks targeting a specific IoT device over a
certain period. We classify this ontology as an application-
level or non-general ontology, originating from the domain of
security. The current structure of IoTST ontology is designed
to support resiliency, integrity and confidentiality security
goals. A side from the research paper by Zhang et al. [76],
we were unable to locate any other online resources for
IoTST.

Contributions:
� Developed reasoning process aids in the identification

of vulnerabilities in IoT platforms and the isolation of
nodes that are susceptible to these vulnerabilities.

� Proposed framework extends the existing information
of network security and contributes to security threat
ontologies domain.

Limitations:
� Similar concepts have been reinvented including

Platform, Weakness, etc. Likewise, IoTST mainly

focuses on threats and insufficiently addresses security
goals including availability and safety.

� The IoTST metadata is insufficient for establishing
connections to the four pillars of security domains:
people, process, physical, and technology.

G. IOT NETWORK SECURITY AWARENESS
For analysing the security of IoT networks, Xu et al. [60]
proposed the IoT Network Security Situation Awareness
(INSSA) ontology. This ontology contains rules written in
Semantic Web Rule Language (SWRL) and defines six
core classes � Context, Attack, Vulnerability, NetworkFlow,
Alert, and Sensor. The Context class represent various
circumstances and aspects of security situation of IoT
networks, devices, and applications. For instance, the IoT
device situations could be safe, under attack, under a threat,
or not accessible due to attack. The INSSA ontology contains
Alert and Sensor classes, however, it does not provide
metadata for classess, which weakens this ontology�s clarity
and extensibility feature. As researchers cannot reuse this
ontology without sufficient metadata. Resiliency and safety
goals are partially supported through the Alert, Vulnerability
classes [64]. We were unable to find the online version of
INSSA ontology.

Contributions:
� Support situation awareness to express the numerous

circumstances and aspects of IoT environment�s secu-
rity.

� Introduce a new class of NetworkFlow to represent IoT
data sources and network traffic.

� INSSA supports the modelling of safety and resiliency
goals to some extent by introducing classes such as
Vulnerability and Alert.

Limitations:
� INSSA does not provide enough metadata, thereby

limiting extensibility and clarity. For example, while it
mentions Alert and Sensor classes, their definitions, and
purposes are not elaborated.

� Insufficient object property descriptions, lack of seman-
tic relationships among the security classes, and
insufficient metadata hinder the reuse of INSSA.

H. MODELLING INDUSTRIAL THREAT AND RISK
ASSESSMENT
Alanen et al. [66] argue that the conflict between security and
safety is intrinsically linked with the service�s availability.
They suggest that reducing service�s availability can mitigate
cyberattacks and threats, which result the protection of assets
and infrastructure. However, they also highlight that if safety
functions require continuous availability of processes and
services then it is important to prioritise the protection of
availability components such as network communications
and devices. To balance the security, safety, and availabil-
ity of a system in the industrial domain, they proposed
four core concepts: Imperfection, RAMSS, Riskcontrol and
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FIGURE 4. Key concepts in risk assessment and threat analysis model ontology.

NegativeImpact. The nomenclature of these concepts and
their associated sub-concepts in the security threat modelling
and risk assessment ontology is illustrated in Figure 4. This
ontology meets the specified security goals of availability,
resiliency, safety, integrity, and confidentiality. However, it
falls short of being a general security ontology. Furthermore,
it is adaptable for cybersecurity risk assessment in the IIoT
environments, given its provision of adequate metadata and
relevant classes.

Contributions:
� Proposed an ontological-based approach for safe vs

available industrial control systems and risk analysis in
case of fault and safety hazards.

� Developed a hybrid risk assessment ontology to harmo-
nize the basic concepts between dependability, safety,
and security.

� The developed hybrid ontology classes provide suffi-
cient metadata for security goals: safety, availability,
integrity, confidentiality, etc. in the industrial control
systems domain, which can be reused for IoT devices�
safety and availability modelling [77].

� The hybrid ontology provides concepts to express
events and processes for prevention and detection of
confidentiality. As well, the ontology supports concepts
to express violation of integrity through malicious
alteration of data such as degrading the integrity of
required service or system.

� The ontology is also useful for modelling balanced
actions e.g., safety vs availability, by considering
security threats and failure of devices; however, this
work needs substantial extensions and changes.

Limitations:
� Proposed classes are insufficient for a holistic safe and

secure industrial control systems representing people,
process, physical and technical.

� Human factors have not been considered for risk assess-
ment and analysis in the industrial control environment,
which reduces the efficacy of the proposed ontology.

I. UNIFIED CYBERSECURITY ONTOLOGY
Syed et al. [78] developed the Unified Cybersecurity
Ontology (UCO) by extending Intrusion Detection System
(IDS) ontology and reused many concepts from security
databases including Common Vulnerabilities and Exposures
(CVE),1 Common Configuration Enumeration (CCE),2
Common Vulnerability Scoring System (CVSS),3 and
Common Attack Pattern Enumerations and Classifications
(CAPEC).4 Although UCO was not developed for IIoT
systems, but can be used for them as it contains many
well known classes such as Attack, AttackPattern. The core
classes of UCO - namely Attack, AttackPattern, Exploit,
Exploit Target, and Indicator, these classes characterise the
various methods used for executing cyberattacks, includ-
ing techniques such as buffer overflow, SYN flood, port
scanning, and delays in sensing. The Attack class describes
a threat that exploits vulnerability of assets, this class
was similarly proposed in INSSA ontology [60]. The

1https://cve.mitre.org/
2https://cce.mitre.org/
3https://www.first.org/cvss/
4https://capec.mitre.org/
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AttackPattern class describes common patterns or campaigns
used by attackers to exploit asset weaknesses. For example,
attackers may use specific types of activities with data
instances to deceive a machine learning-based protection
system. Another example is a kill chain attack, where a
series of actions are executed to destroy an asset or IIoT
infrastructure. The AttackPattern class is used with the
same name for a similar purpose in IoTST ontology [76],
and under the different name AttackPopularity in STAC
ontology [72]. The Exploit class provides descriptions of an
individual exploitation of vulnerability of an asset or product
or an IIoT device. The ExploitTarget class supports the
representation of cybersecurity vulnerabilities or weaknesses
in IIoT devices, software components, or communication
channels that are susceptible to exploitation by the tactics,
techniques, and procedures (TTP) of threat actors [79]. The
Indicator class describes certain patterns and observable
conditions regarding the cybersecurity attack and effects
of countermeasures. The UCO is available online in OWL
format and can be accessed from [80]. We classify UCO as
a general cybersecurity ontology with potential applications
in IIoT environments.

The UCO provides extensive metadata, thereby supporting
the clarity and extensibility features of ontology. However,
it lacks stability due to inconsistencies among classes;
for instance, discrepancies exist between the vulnerability
and weakness classes. UCO supports resiliency and safety
security goals through Consequences and CourseOfAction
classes, which provide metadata to model relevant fea-
tures. Additionally, UCO offers partial support for the
confidentiality goal by incorporating subclasses such as
LossOfConfiguration, UnAuthUser, and PrivilegeEscalation.

Contributions:
� Unlike other ontologies, UCO supports integration with

existing cybersecurity knowledge available in public
knowledge bases.

� UCO provides a cybersecurity ontological method for
several use cases to identify vulnerabilities and provide
coalescing real-world information with cybersecurity
knowledge.

Limitations:
� UCO has limited support for time-based reasoning as

the present version has only basic time representation
which can limit the security of IoT devices time series
data. Currently, in UCO, time is expressed as a data
property that is linked with the event class.

� UCO does not support sociotechnical factors, nor does
it support the stability and availability security goal.

J. SAFETY, SECURITY, AND RESILIENCY METAMODEL
To enhance safety and security of CPS, the metamodel
ontology proposed by Bakirtzis et al. [81]. It contains
five categories of basic classes: Safety, Security, Resiliency,
Physical and Functional. The classes for safety, security and
resiliency elements include Resilient_Mode, Attack_Vector,

Loss_Scenario, Sentinel, Unsafe_Action, Hazard, Loss,
Context, Control_Action and Feedback.

Based on the classes and properties descriptions, this
ontology meets three security goals (Resiliency, Safety,
and Confidentiality) and two ontology features (Clarity and
Extensibility). Metamodel ontology cannot be characterised
as stable due to class inconsistencies and lack of semantic
connections among the classes. For example, the classes
LossScenario and Loss are related, but it does not define
any relationship or purpose linking the two. Similarly, the
Feedback class should have a relation to the ResilientMode
class to provide feedback before or after the resilient mode
trigger, but the ontology lacks properties to support this
connection. This ontology is available online at [82].

Contributions:
� The proposed approach complies with safety, resiliency

and availability security goals as well as clarity and
extensibility ontology features.

� To achieve resilience, safety and security requirements a
metamodel was proposed. Based on the safety model, a
cybersecurity system is developed to provide a linkage
between security and safety concepts.

� The metamodel supports trade-space analysis for
resiliency, safety and security related defilement harms.

� GraphQL-based implementation is given to incorporate
ontological properties and attributes.

Limitations:
� Due to the variation and inconsistency in classes and

missing properties among several classes, a semantic
gap is realised.

� This ontology could not be characterised as a stable
version because there is inconsistency in classes and
some classes are not semantically connected through
properties with other classes, including Loss scenario,
Loss and Feedback.

K. IOT DATA SECURITY ONTOLOGY
Gonzalez-Gil et al. [87] have developed ontology for IoT
data security (DS4IoT) by utilising a bottom-up approach.
The bottom-up approach involves building the ontology
by identifying and organising specific instances or data
into broader concepts. DS4IoT�s main contribution is pro-
visioning of classes to address integrity security goal,
which is pivotal to ensure that data is transmitted from
sensor nodes to edge or central storage locations without
unauthorised modification or leakage [64]. Additionally, it
guarantees the detection of any alterations resulting from
malicious injections by attackers. The DS4IoT contains
twenty-five classes including two core classes: SecureData
and AccessControl, sixteen object properties and three data
properties. The SecureData class is further sub-categorised
into SecretData and ProtectedData. In the context of IoT
applications, secret data refers to hidden and encrypted
information, while protected data is accessible to authorised
users. Similarly, AccessControl class is sub-categroised into
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TABLE 2. Ontology classification and feature comparison.

Attribute based Access Control (ABAC), Identity based
Access Control (IBAC), Organization based Access Control
(OrBAC), Rule based Access Control (RAC), Distributed
Capability based Access Control (DcApBAC) and Role
based Access Control (RBAC). These categorisation can
support the access control mechanism modelling of IIoT
devices. Figure 5 shows the semantic relations between
the DS4IoT classes for core concepts SecureData and
AccessControl. As DS4IoT ontology was developed using
bottom-up approach, so we classify this as non-general
ontology. However, it can be considered domain-specific
security ontology, as it was built from scratch to address
IoT security. Authors of DS4IoT ontology did not provide
sufficient metadata, so it can not be ticked for ontology
clarity feature. The DS4IoT ontology is available online in
OWL format and can be accessed from [89].

Contributions:
� The DS4IoT approach supports the integrity security

goal and improves the ontological representation of
security behaviours associated with the exchange and
accessibility of data.

� The DS4IoT provides a common vocabulary for secu-
rity concepts related to data access and exchange. It
also offers mechanisms for data annotation to support
access control, maintain data provenance, and ensure
compliance with certification standards.

Limitations:
� The ontological method limits clarity and stability

features due to insufficient metadata.

FIGURE 5. Access control and secure data classes relationships with other classes
using object properties.

� The DS4IoT ontology does not provide classes that
support the availability, resiliency, and safety goals
required to comply with IIoT security requirements.

VOLUME 6, 2025 2803



JARWAR et al.: MODELING INDUSTRIAL IoT SECURITY USING ONTOLOGIES: A SYSTEMATIC REVIEW

TABLE 3. Identified limitations in ontologies for IIoT security modelling.

The ontologies discussed have several limitations, including
rigid classification, lack of focus on security goals, and insuf-
ficient consideration of human factors. Certain ontologies
have poor clarity, stability, and extensibility, while others
fail to address key security domains like availability, safety,
and recovery, hence limiting their practical use in IIoT
security. For contrast and comparative analysis, summaries of
ontology classifications, feature comparisons, and individual
limitations are presented in Tables 2 and 3, respectively.

VI. KEY CONCEPTS AND ATTRIBUTES FOR MODELLING
IIOT SECURITY
Building on our systematic review and the discussions
in Sections V and VI, Figure 6 provides a high-level
summary of key security attributes, required security goals,
principal area of vulnerability and things in the IIoT context.
Additionally, this section provides a detailed analysis of

key concepts and attributes used in security ontologies,
frameworks, and methodologies.

A. THREAT CONCEPT
Threat is a potential danger to an asset that affects spe-
cific security attributes when it exploits any vulnerability,
whether physical, technical, or administrative [57], [75].
Mozzaquatro et al. [68] contended that the concepts of threat
and attack are analogous, defining both as indications of
potential harm to assets. Cyber threats can be both active and
passive. Active threats disrupt and interrupt IIoT devices,
potentially hampering their availability and safety [90].
Conversely, passive threats can be more detrimental to
privacy in CIoT and secrecy in IIoT. Information obtained
through passive threats can also be used for opportunistic
attacks. The threat definition by Fenz and Ekelhart [75]
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FIGURE 6. High-level summary of key security attributes and components in IIoT.

is particularly relevant to potential attacks on Industrial
Control Units (ICUs) when connected to computer networks
and IIoT devices. For example, threats to safety may arise
from exposed private Message Queuing Telemetry Transport
(MQTT) server on the internet that are used to actuate and
control fire exit doors in a shopping centre.

Definition (Threat): Threat concept represents the char-
acteristics of a potential danger to physical and non-physical
IIoT assets that impact on enterprise entities and jeopardise
safety, availability, accountability, productivity, and reputa-
tion.

Attributes: The attributes identified for the threat concept
are described in detail below and illustrated in Figure 7.

� Source: Source describes the nature of threat, categoris-
ing it as either accidental or intentional [75], [91], [92].
For example, Distributed Denial of Service (DDOS)
attack on sensing and actuating devices used to manip-
ulate industrial process is a kind of intentional threat,
however crashing the MQTT server due to too many
pub/sub requests from the Operational Technology (OT)
device error is a kind of accidental threat. Usually, the
accidental threat arises due to failure of processes or
unexpected technical issues, whereas intentional threat
refers to purposeful actions that are normally preceded
by human beings or bots.

� Origin: The origin of a threat can be classified as
either human or natural [75]. For example, the risk
of potential attacks arising from human habits and

FIGURE 7. Attributes for threat concept.

mistakes when interacting with IIoT devices is referred
as the human-origin threat. By contrast, natural-origin
threats may arise from events such as fire, flood,
wind, or earthquakes and, in their turn, they can affect
communication devices, sensors and actuators. Human-
origin threats can be prevented with training, such as
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awareness programs, and quite commonly implemented
as the Standard Operating Procedures (SOPs).

� Capability: Whether the threat capability is active or
passive and does it have the capability to control and
stop the functions of IIoT devices, or it can just monitor
the exchange of data. For example, in eavesdropping
attack the attacker monitors data and in spoofing attack
they insert fake sensor or actuator device in the network
for illegitimate advantage through exploiting MQTT or
Constrained Application Protocol (COAP) [68], [93].

� Campaign: Campaign describe whether the threat is part
of a coordinated crusade using a specific cyberattack
method [78]. Mostly, targeted threats are carried out
against the critical CPS, BMS, and payment gateways.
For example, the Ukrainian power grid experienced
a cyberattack that disrupted the availability of grid
services, it�s resulting in the tripping of breakers
and the interruption of electricity supply to 225,000
customers [94].

� Impact: The impact attribute provides information on
whether the threat can affect people, processes, and
physical and technical assets. A threat can impact
IIoT devices and services, and compromise their safety,
availability, integrity, and privacy functions [66], [95].
For instance, a potential eavesdropping threat can
negatively impact the integrity of IIoT data, and it may
also restrict the accessibility of IoT devices, as a result
it reduces the availability of IIoT services.

B. VULNERABILITY CONCEPT
The NIST standard 800-12 and VDO characterise vul-
nerability as a weakness in system hardware, internal
controls, or system codes as well as these sources emphasise
that system deficiencies can be exploited by an attack
source [67], [95]. Most cybersecurity ontologies and frame-
works [25], [57], [66], [68], [76] adhere to the vulnerability
definition proposed by the NIST [95]. According to the
Industrial Internet Consortium Security Framework (IICSF),
the vulnerability is a weakness of system that can be
exploited by a threat to target the same asset or other
interconnected assets [64]. ISO/IEC 27000 also addresses
vulnerability, defining it as a �weakness of an asset or
control that could be exploited by one or more threat
sources.� Vulnerability can be in administrative, physical,
or technical fragility form that affects tangible and non-
tangible assets and subsequentially has impacts on various
security goals. Vulnerability definition from the National
Vulnerability Database (NVD) is more relevant in the context
of IIoT vulnerabilities [96].

Definition (Vulnerability): A vulnerability is a weakness
in the targeted IIoT system (that has significance), arising
from either administrative or technical reasons, which could
be exploited by a threat to gain unauthorized access.

Attributes: The identified attributes for Vulnerability
concept are illustrated in Figure 8 and described as follows:

FIGURE 8. Attributes for vulnerability concept.

� Type: This attribute represents the metadata whether the
vulnerability is technical, administrative, or physical.
Research studies [67], [75] used vulnerability type
attribute to explain the relationship between the relevant
weakness and appropriate required control to safeguard
assets from the threat. Research article [97] applied
vulnerability type attribute to indicate various types of
vulnerabilities. For example, DDOS, overflow, memory
corruption of IoT devices, bypass security checks of
interfaces used to connect with industrial machines,
etc. CVO [57] also has adopted vulnerability type
from [97] and used as a sub-concept of vulnerability to
represent various types of vulnerabilities in the cyber
ecosystem.

� Target: This attribute showcase metadata for spe-
cific security weakness of asset which potentially be
exploited by the threat for a specific period. For
example, in the Critical National Infrastructure (CNI)
IoT device is attacked when a communication link
established for collecting data for a limited period.
Another example is in IIoT ecosystem where commu-
nication channels are protected, however, IoT devices
are left unprotected due to energy harvesting or any
other miscellaneous issues. Even if IoT devices are
well-protected, vulnerable connected legacy OT devices
could still enable a cyberattack [64]. This attribute
plays a critical role in facilitating a prioritised response
to potential threats based on the specific and focused
data and metadata available [76], [78], [98]. It further
enables the triggering of appropriate actions, such as
ensuring safety, availability, resiliency, and recovery.
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� Severity: This attribute represents the characteristics
of vulnerability levels such as low, medium, and
high [75], [99]. It further determines which security
measure or control could be useful to mitigate the
level of vulnerability [68]. For instance, which control
should be activated through a Supervisory Control
and Data Acquisition (SCADA) system to prevent
the threat. Study [57] suggests that the range for
vulnerability severity should be from 0 to 10 with
some related qualitative severity ranking � the score
between 9.0 and 10.0 labelled as critical vulnerability.
The greater the vulnerability severity value, the greater
impact of threat on the asset and requires sophisticated
mitigation control. The severity of vulnerability could be
determined through the potential scale of damage to the
critical infrastructure, threat impact on the assets, and
affected security goals (i.e., confidentiality, availability,
safety, resilience, integrity).

� Impact: Studies [100], [101] refers that the impact
attribute represents the characteristics of effects on the
assets when the vulnerability is successfully exploited.
Article [66] suggests that security vulnerability impacts
in a negative sense, however, this attribute also repre-
sents the positive side of impact. The impact attribute
can be used in both logical and physical conse-
quences [67]. Logical consequences include actions
such as unauthorized write or read access to IoT devices,
device removal, service interruption, or privilege escala-
tion. Physical consequences may involve asset damage,
human injury, or physical resource depletion. Examples
of logical and physical consequences include unautho-
rized access to smart grids and machines, information
disclosure, unauthorized modification of device con-
figurations, and excessive electricity and water usage
resulting from the exploitation of vulnerabilities.

� Environmental/Contextual: In cybersecurity, the con-
textual attribute is used as a main class for situation
detection, threat risk analysis and transitioning the
CPS state from resiliency to safety and availabil-
ity [60], [81], [102]. This attribute represents the
characteristics of a vulnerability that are only relevant
in a particular context and environment [97]. The data
characteristics of this attribute can be either dynamic
or static, depending on the context. Additionally, the
severity of a vulnerability can be deduced from the
contextual attribute. For instance, a vulnerability that
an attacker can successfully exploit in order to gain
access to the connected machine whose unpredictable
behaviour can be harmful to the workers on other hand
attacker exploits vulnerability of a device that controls
the temperature of chiller have two different context
and severity. Furthermore, some vulnerabilities may
instantiate when the connected IIoT device transmits
or receive data to or from a central server or edge
device.

� Temporal: This attribute represents the characteristics
of a current level of vulnerability that change over the
time and not among the contextual [97]. For instance,
outdated and legacy industrial controls and relevant IIoT
components often fail to update their firmware and
that vulnerability could eventually emerge and easily
exploited if the devices are not updated.

� Base: The Base attribute characterises vulnerabilities
that are invariant, independent of specific contexts
and consistent across different environments. These
vulnerabilities are intrinsic to the system and unaffected
by external factors, making them constant threats
regardless of situational changes or environmental con-
ditions [97], [103].

� Remediation: Article [99] consider the remediation as
a process which is required to control the vulnerability.
Study [57] used remediation as a control level that is
required to solve the existence vulnerability, however,
study [67] used mitigation keyword for the same
purpose which describes protection mechanism that
limit vulnerability from further expansion. Therefore,
the remediation attribute represents the characteristics of
processes that are required to fix the asset�s vulnerability
before it is used by the attacker against the asset. For
example, a remedy of multi-factored authentication can
solve weak authentication vulnerability and limit the
attacker to gain access to autonomous excavator arm and
alteration of its pre-programmed behaviour which can
further improve the safety concerns in the IIoT. Another
example of multi-factored authentication remedy could
make it difficult and challenging for attackers to gain
access to smart meters in the smart grid, which could
be used to infect other smart meters in device hijacking
cyberattacks [104].

C. SECURITY MECHANISM CONCEPT
The STAC [72] and IoTSEC ontology [68] sheds light
on SecurityMechanism concept and describes it as �a
process that satisfies the security properties� where security
properties are the attributes of devices and information
that might be affected by the successful cyberattack.
Syed et al. [57] have used CounterMeasure instead
of SecurityMechanism and described it as a protection
mechanism that is required to secure devices, machines,
protocols, firewalls, authentication mechanism, digital sig-
nature and data. similarly, Alanen et al. [66] proposed
ProtectiveMeasure and CounterMeasure concepts instead
of SecurityMechanism concept. According to research
study [66], the ProtectiveMeasure property reduces the risk
which is involved in the safety and increase the avail-
ability of services. Additionally, authors [66] characterise
cryptography, access control of machines and backup of
data and metadata actions with the CounterMeasure concept.
The WoTSO proposed SecurityScheme concept and explains
that it is the metadata that represent the configuration of
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FIGURE 9. Attributes for security mechanism concept.

security mechanism [35]. Study [95] informed that security
controls,5 Safeguard, and CounterMeasure are synonyms and
we believe that these are the attributes of SecurityMechanism
concept, which can be described as �the management,
operational, and technical controls for a system to protect
the confidentiality, integrity, and availability of system and
its information�. The NIST definition is more relevant in the
context of IIoT which necessitates a holistic cybersecurity
approach that ensures the safety of people, availability of
processes, accessibility of controls with secure authentication
and security of physical assets. Therefore, we proposed
that the SecurityMechanism aptly represent the cybersecurity
metadata and configuration aspects for IIoT ecosystem
that characterises various types of measures: predictive,
deductive, detective, preventive, corrective, recovery, safety,
availability, and confidentiality.

Definition (Security Mechanism): This concept charac-
terises the practices that protect IIoT systems from threats
and keep them safe and intact as designed and ensure the
availability, confidentiality, and integrity.

Attributes: The attributes identified for
SecurityMechanism concept are described below and
illustrated in Figure 9.

� Availability: This attribute represents the characteristics
of security mechanism designed to ensure the timely
and reliable access to sensors, actuators and their data

5Security controls are attributes that protect various forms of assets
(e.g., data, IoT devices, workstations, reputation) and are important to an
organisation.

in the IIoT ecosystem [64], [95], [105]. However, in
some cases, these security mechanisms tries to reduce
the availability of IIoT devices to protect them from the
cyberattack [66], [106]. While this reduction in avail-
ability can enhance security, it may also compromise
safety in the IIoT environments.

� Integrity: This attribute represents metadata associated
with security mechanisms that ensure the truthfulness
of devices and their data originality as well. It focuses
that the capability of security mechanisms to safeguard
data during transmission between devices to industrial
units (i.e., machines) or central database servers, addi-
tionally, it ensures that the devices operate as designed
throughout the process [64], [107]. The ISO/IEC 27000
categorises the integrity as a primary attribute of a
security and it is also directly related to the safety
attribute [105], [108].

� Safety: From a cybersecurity perspective, the safety
attribute represents metadata related to protecting the
people, assets, and environments against potential risks
arising from system malfunctions or cyberattacks tar-
geting safety-critical IIoT devices and networks [109].
The security mechanism should be capable to detect
potentially hazardous conditions caused by cyberattacks
and respond in a way that could minimize the damage.
The ISO/IEC 27000 categorises safety as a primary
security attribute, emphasizing its direct relationship
with availability and integrity [105], [108]. Several
ontologies, such as the ontology for safety, security, and
dependability risk assessments, and STAC [72], [73], as
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well as the ontological metamodel for safety, security,
and resilience [66], explore the safety attribute and
related concepts in the context of ICS.

� Confidentiality: Confidentiality is a primary security
attribute that defines mechanisms designed to prevent
the disclosure of information to unauthorized par-
ties [64], [105]. This attribute is particularly crucial
when IoT devices capture sensitive personal data, such
as in healthcare monitoring use cases, where enhanced
protection mechanisms are required. Confidentiality
can be further divided into sub-attributes that address
protection mechanisms for data at rest, data in motion,
and data in use [110].

� Prediction: This attribute characterises the security
mechanism that enables the forecasting of security
incidents, such as device failures due to severe weather
conditions, cyber threats, or successful cyberattacks.
The prediction attribute is directly related to availability,
safety, and confidentiality. For example, a cyberse-
curity mechanism capable of predicting cyberattacks
by detecting malicious behaviour in safety-critical
IoT devices and industrial control units can miti-
gate potential hazards to people, environments, and
assets [64], [111], [112].

� Detection: The detection attribute refers to the meta-
data associated with a security mechanism�s ability
to differentiate between malicious and non-malicious
events in the IIoT ecosystem. For example, detection
of modified sensor data, detection of false devices in
the network, device failure detection, eavesdropping
detection, etc. This attribute represents various detection
approaches: proactive, retroactive, automated dynamic
or static, manual automatic or dynamic [113], [114].
The selection of an appropriate detection approach
depends on the services� criticality and IoT devices�
computing and energy resources capability. The detec-
tion attribute has direct relationship with availability,
safety, resiliency, and confidentiality [105].

� Prevention: This attribute characterises the security
mechanisms that provide deterrence against both static
and dynamic cyberattacks, protecting people, assets, and
the environment from potential negative consequences.
The prevention attribute can also be viewed as part of
resiliency, equipping devices to withstand cyberattacks
[115], [116], [117]. In the realm of cybersecurity, pre-
vention mechanisms typically react based on the output
of detection mechanisms [64], [105]. For example, if an
intruder is identified within a segment of the network
and workstations through proactive threat detection, that
information is relayed to the prevention mechanism,
which then isolates and disconnects only the affected
part of the network and its nodes/machines. This
targeted response can prevent a system-wide shutdown
and mitigate the risk of commercial disruption (e.g.,
in supply chain and factory scenarios). Prevention
mechanisms can take many forms, similar to detection,

such as preventing data loss, unauthorized access, and
device control breaches.

� Correction: The corrective attribute represents the
metadata of security controls that implement corrective
measures to mitigate the impact of hazardous cyberse-
curity incidents [118], [119]. These measures help to
protect IoT devices, their data, and related systems from
further damage, which is why some studies consider
corrective actions as countermeasures [57], [66], [92].
For example, if a cyberattack infects an edge device in
a larger IIoT network, causing it to behave abnormally
and send broadcast packets that congest the network,
corrective controls would take several actions: isolate
the infected edge device, install a new instance of the
edge device, and re-route IIoT traffic through the new
instance.

� Recovery: The recovery attribute has a direct relation
to availability and safety aspects in the IIoT. It char-
acterises those aspects of security mechanism which
automatically or manually restore devices or services
from a death state to a normal runtime state [64], [81].
In critical IIoT applications, a replica of the system
operates in parallel with the main components, allowing
for restoration if the primary system fails due to
vulnerabilities or security breaches. Incident response
and recovery security mechanisms are crucial attributes
for critical IIoT infrastructure. These mechanisms can
be developed through accurate estimation and analysis
of security risks, vulnerabilities, and cascading impacts
on assets [120]. It is also recommended that the replica
system be physically isolated from the main system
while continuously updated and maintained.

� Authentication: This attribute characterises the security
mechanism�s capability to establish that IIoT devices
are what they claim to be and includes security controls
that attest to and can verify the authenticity of the IoT
devices [105], [121]. For example, a lightweight multi-
factor authentication controls are vital for restricting
false devices entry into the IoT network and protecting
the authenticity of communicating parties and confiden-
tiality and integrity of exchanged data [64], [67], [122].
Authentication attribute is also important for IoT
enabled CNIs domain because it has direct relationship
to availability, resiliency, and safety aspects of security.

� Authorisation: This attribute represents the capability
of security mechanism that ensure the access rights
to devices in relation to assets and limit access to
privileged devices [105], [121]. Authorisation attribute
has been used in WoT ontology to represent Uniform
Resource Identifier (URI) of security controls that deals
with such a function [35]. Vulnerabilities could impact
authorisation security controls in which IoT devices
might be exploited illegitimately beyond the authorised
privileges [57]. For instance, a train passenger device
may receive privileges to access on-board services
(e.g., music, movies), but that device might gain
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access to other system controls beyond the authorised
services.

� Non-Repudiation: The ability of security mechanism
which traces the devices� involvement in a particular
event or transaction during normal situation as well
as security attack. The IIoT security framework [64]
explain repudiation as �denial that a person or device
involved in a particular transaction or event� whereas
Sangchoolie et al. [105] consider non-repudiation as
a security attribute which has �ability to prove the
occurrence of event and its originating entities to ensure
that an entity or device cannot deny that it performed
the action�. NIST standar 800-213A [121] consider
logging instead of non-repudiation which might needed
to know that how organisation has implemented security
mechanism. Additionally, NIST elaborate logging is the
ability of the device or an interfaced system, to generate
and store the device specific events, similarly [123]
suggested non-repudiation as a subclass which is used
to represent the metadata for security mechanism�s
accountability.

D. ASSET CONCEPT
W3C - Asset Description Metadata Schema (ADMS) defines
an asset as highly reusable metadata and reference data [124].
The term �Asset� is both a common and abstract that has
been used in many security ontologies. It can be suitable for
a base security ontology [25], [66], [68], [71], [125]. Asset
can represent configuration management in Information
Technology (IT), OT, software and hardware, or integrated
subsystems which can be impacted by vulnerabilities as
well as used to protect other components in the IIoT
ecosystem [64]. Jbair et al. [126] defines that �Assets are
Industrial Cyber Physical Systems (ICPS) components and
services that threat actors aim to compromise�. Assets
can include information, software, devices, people6 and
their skills and knowledge [66]. The IoT security maturity
model [92] emphasizes that asset management is the sub-
domain of security enablement and can be put in place
to protect physical assets as well as digital assets, which
requires the strong collaboration between the digital security
team and physical security team. In IoTST ontology [68],
authors explain that the asset concept is highly abstract
and vital to the success of an organisation. It needs to
be protected according to its value to the organization.
In IIoT settings, the asset can represent anything like
robots, power grids, sensors, actuators, Programmable Logic
Controllers (PLC), digital twins, edge devices and cloud
networks [7], [127]. The key attributes of asset concept are
shown in Figure 10.

Definition (Asset): An asset can refer to both tangible and
intangible entities that are essential and used for developing
security controls and protecting other critical assets from
vulnerabilities or cyberattacks.

6(ISO/IEC 27000, 2009) define assets without mentioning people as an
asset which is included later in (ISO/IEC 27000, 2018) version.

FIGURE 10. Attributes for asset concept.

Attributes: The attributes identified for Asset concept are:
� Asset Type: This attribute characterises the classifica-

tion of asset [124]. Examples include information, data,
code, sensor, security control, machine, power grid,
connection (e.g., wireless, non-wireless). The Asset Type
attribute was used in CVO with ProductType7 term,
which represent product classification [57]. Moreover,
Asset Type attribute requires a controlled domain vocab-
ulary to fully support the realisation of holistic security.

� Asset Theme: This attribute represents the domain to
which an asset applies, for example, environment, law,
healthcare, supply chain, transport, smart factory, or
agriculture [124]. In the context of cybersecurity, this
attribute can be helpful in various ways. For instance, it
aids in localising vulnerabilities and threats, pinpointing
risks, and designing appropriate security controls that
enable security goals strongly relevant to the asset�s
domain [66].

� Asset Spatial: In much of the IoT and cybersecurity
literature, spatial and location terms have been used
interchangeably. The spatial attribute represents the
geographic region to which an asset applies [124]. The
physical location of an asset is a significant factor in the
exposure of a system [7], [63]. Therefore, the spatial
attribute is relevant in terms of an asset�s exposure to
risks from both physical and cybersecurity perspectives.
For example, industrial assets in gas pipeline, supply
chains, and transport systems are widely distributed

7In cybersecurity Asset and Product concepts have been used for similar
purpose. However, Asset is more abstract and general term than the product
and can be suitable for base cybersecurity ontologies.
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across various geographic regions, where location and
position are relevant to exposure to both types of risks.
The spatial attribute value can be absolute, relative,
static, or dynamic, and it influences the cyber risk
impact on the asset [128]. For instance, a fixed CCTV
camera deployed at the edge of a street or attached
to a drone for surveillance can have relative, absolute,
static, and dynamic positions with relevant security
impacts on the asset. Additionally, this attribute enables
the security monitoring and maintenance of remotely
connected devices and services in accordance with the
local legalities in the geographic region where the asset
is deployed.

� Asset Period of Time: This attribute refers to the validity
of an asset, for instance, the validity of a device, code,
data, information, or even firewall in the context of
security [124]. It also relates to when an asset faces
an attack and how quickly security measures step in
to protect it or restore its function. For example, when
the spoofing device entered the network, and detected
and isolated by the deployed cybersecurity controls.
The impact of an attack can be severe if the assets
stays compromised for a longer period without being
detected. Therefore, this attribute can also be used to
audit the security of a relevant asset which requires
tracking, monitoring and ensuring its availability during
or after a cyberattack.

� Status: This attribute refers to the condition of an asset
in the context of a particular workflow process [124].
In this case, the workflow process can be a security
mechanism which is used to protect IIoT devices from
vulnerabilities and cyberattacks. The IoTST ontology
describe Status as the level of vulnerability that affects
the Platform [76]. In IoTST, Platform is analogues
to an asset, which represents software, hardware, and
operating systems affected by the threats. In industrial
settings, the Status attribute represents the state of a
machine in relation to its environment. Based on the
above facts, we can define Status as the state of an asset
throughout its lifecycle under the influence of internal
and external factors. The Status attribute can be useful
for updating, changing, and orchestrating devices with
respect to cyber threats and vulnerabilities and ensuring
the availability, safety, and protection of assets critical
to the organisation.

E. LOSS SCENARIO CONCEPT
The LossScenario concept has been researched over the years
in industrial control security ontologies, which mainly focus
on resiliency and safety aspects in the IIoT environment.
Alanen et al. [66], argued that the Loss and LossScenario
are two distinct concepts. They described Loss as �Evaluated
consequence of failure to keep or to continue to achieve the
required availability performance�, while LossScenario is a
�combination or chain of circumstances leading from the
initial cause to the loss�. The VDO [67] contains Scenario

FIGURE 11. Loss scenario concept.

as one of the mandatory concepts for vulnerability analysis,
describing it as a placeholder that focuses on the various
ways in which a vulnerability can be exploited by an attacker.
For example, an attacker can access the main server and
destroy data by exploiting a vulnerability in a connected
smart grid or edge device. Bakirtzis et al. [81] suggest that
the LossScenario represent metadata of system vulnerabili-
ties, which lead the system to a transition from a safe to an
unsafe state, causing devices to behave unpredictably due to
cyberattacks and security breaches. Additionally, authors [81]
argue that the LossScenario concept is relevant to the notions
of recovery and resiliency.

Definition (LossScenario): LossScenario can be defined
as a sequence of events triggered by vulnerabilities in the
given asset (e.g., IIoT device, software), which leads to a
transition from a secure state to an unsafe state.

Attributes: The attributes identified for LossScenario
concept are:

� Detection Pattern: This attribute represents a design
pattern of sentinel type. It involves analysing patterns,
signals, or behaviours to detect potential losses or
failures early for prompt corrective actions.

� Threat Category: The attribute denotes a category
associated with a threat. A threat in the IoT environment
can be of several types, including denial of IoT service
or threat related to the tampering of IoT device. Threat
can also involve repudiation, where an IoT system fails
to appropriately log or control actions.

� Constraint: The lossscenario is detected through the
observations and monitoring of system constraints. A
constraint is considered violated when designed security
criteria set by the system are not respected. For example,
exceeding predefined limits of a security function
or compromising sentinel-enforced device boundaries
would indicate such an intrusion.
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� Detection Time: This attribute characterises the time
required to detect a loss scenario which depends on
various factors, for instance, the type of security control
and sentinel interfaces used. In the context of IoT
applications, both polling centred and event centred
approaches are popular. In polling centred, the IoT
device is actively queried for the status updates in order
to detect changes. On the other hand, in an event centred
method, intruder activity is detected when a certain
threshold is crossed.

VII. ANALYSIS OF RESEARCH GAP AND
RECOMMENDATIONS
In this section, we explore the security modelling of IIoT
systems by addressing key challenges, presenting recom-
mendations, and outlining future directions. To provide a
consolidated view, Table 4 summarises these challenges,
while detailed discussions are presented in the subsequent
subsections.

A. DATA INTEROPERABILITY FOR SECURE DIGITAL
TWINS
Digital twins also face interoperability challenges related to
different CPS domains, like manufacturing and healthcare.
Some of the key issues are secure orchestration, cybersecu-
rity, data governance, and spatiotemporal considerations that
affect the accurate digital-physical mirroring based on loca-
tion and time-based data [129]. To support holistic security in
digital twins, IoT data should be machine-interpretable and
interoperable across domains. This interoperability enhances
advanced threat modelling and countermeasures. Security
ontologies provide metadata for argumentation which can
enable agents to select the best available security controls
against cyberattacks. In order to secure cross-domain digital
twins through data interoperability with ontologies there is
a need for mapping and semantic techniques [130], [131].
These techniques provide interoperability at the semantic
level and improve alignment among domain data models.
The improved mapping approaches are highly required to
align security ontologies and support interoperable cross-
domain applications for secure digital twins [132], [133].
Ontology mapping can enable semantic matching among
attributes of diverse security ontologies and fosters interop-
erable machine interpretation among cross-domain service
agents for emerging digital twins. While Ontology mapping
techniques have been studied in the past, existing interactive
techniques require a significant inevitable human in the loop.
Advanced AI-based methods are strongly needed to automate
ontology alignment security attributes matching.

Additionally, research is also required to investigate the
effects on the security of digital twins caused by changes
in their ontology attributes for improvement or corrections.
It is crucial because none of the security ontologies have a
perfect solution to fit in with a system�s needs [134]. Hence,
ontology alignment needs to be considered as a continuous
improvement process to reduce the consequences of changes
in ontology.

B. DESIGN-TIME AND OPERATE-TIME SECURITY
The concept of security-by-design is gaining prominence in
the development of security solutions for IIoT applications.
Considering security parameters from the design phase helps
identify potential threats and vulnerabilities early, which will
improve the security of IIoT systems during the testing
and production phases. To support secure IIoT systems,
ontologies for security need to consider attributes not only
at operate-time, but also during the design-time.

C. SECURITY ONTOLOGIES FOR DIGITAL TWINS
Current security ontologies either focus on data or network
part of IoT devices� security, often lacking in decoupling
between the physical side and digital side, there is a need
for a holistic approach. Security ontologies for the digital
twins should focus on three dimensions: Physical, digital
communication networks, and data. Additionally, there is
a need for ontologies that focus on interfacing between
the digital and physical parts. In this direction, Application
Programming Interface (API)s for digital twins should be
sufficiently secure and robust.

D. DEDUCING COMPLEX RELATIONSHIPS
The usage of IoT devices in consumer and industrial
IoT applications has several advantages as well as poses
several risks, which requires end-to-end security solutions.
Achieving holistic security measures requires identifying
complex relations among OT and IT systems including
IoT devices [135], [136], [137]. However, existing security
solutions are lacking in terms of standardised approaches,
highlighting the urgent need for a universally accepted
ontology. A security ontology standard would support the
representation of knowledge pertaining to incidents and
countermeasures, enabling robust reasoning processes for
deducing relationships between vulnerabilities and attack
prevention measures.

E. INSUFFICIENT METADATA AND REUSABILITY
Metadata provides essential information about a security
ontology, such as its purpose, scope, creator, version,
licensing, etc. Failure to provide metadata can lead to
confusion, misinterpretation, and hinder effective use. In the
absence of adequate metadata, reusability and extensibility
become difficult, limiting the ontology�s value across several
contexts. Insufficient metadata in existing security ontologies
significantly hampers their reusability, as essential details
required for adaptation and integration are often missing.
For instance, metadata standards have proven to facilitate
interoperability and data integrity by providing structured
descriptors that help bridge data silos, which make it easier to
integrate and adapt ontologies in cross-domain applications.

F. PRIORITISING IOT DEVICE SECURITY BEYOND JUST
DATA SECURING
Most existing security ontologies are derived from
information security, therefore, they do not focus on
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(Continued)

the constraints of IoT devices, such as limited com-
puting power and energy resources. Moreover, these
security ontologies solely offer concepts and properties

for modelling the security of IoT data, disregarding the
security considerations that are specific to the devices
[138], [139].
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TABLE 4. (Continued.) Challenges, recommendations and future directions for IIoT security modelling.

G. SOCIO-TECHNICAL ASPECTS FOCUSED IIOT
DEVICES SECURITY
In this challenge, security ontologies primarily focus on
sociotechnical aspects, which need rigorous analysis of inter-
actions between human operators/users and IIoT devices.
For instance, the security ontologies for IIoT devices should
consider classes and properties for human device interac-
tions, as well as address social and emergency requirements
of users. Access to IIoT devices should be updated based
on the context of human users or operators. This involves
modelling security concepts that account for human-device
interactions and addresses risk related to human errors, and
considering how users or operators may impact the security
of IIoT systems under various operational scenarios. For
example, Mauri and Damiani (2022) [140] emphasise the
growing importance of user-centric security in IoT-based
systems, while others also underline the necessity of risk
management strategy, bridging technical protections with
social and operational contexts to ensure holistic IoT security
frameworks [141], [142], [143].

H. MAPPING OF SECURITY CONTROLS AND SECURITY
GOALS
Current security ontologies lack comprehensive mapping
between security concepts and security goals, which is
crucial for assessing the requisite level of security for
critical infrastructures and highly sensitive IIoT applications
[25]. To enhance the security levels in an organisation
multiple security standards may need to be adopted which
requires the mapping of standards that are currently being
used for the optimised management of security controls.
Utilising security ontologies for this purpose can signif-
icantly reduce the complexity involved in the mapping
process [144].

I. MAPPING OF SECURITY ONTOLOGIES
Security ontology mapping refers to the process of estab-
lishing linkages between concepts, terms, and entities
in several security ontologies. Ontology mapping enables
interoperability and facilitates data integration by align-
ing the semantics of concepts across various ontologies.
Research in this direction is highly required because some
security ontologies use different concepts to represent the
same thing. This causes issues in sharing and exchang-
ing security knowledge. Machine learning-based ontology
mapping processes will facilitate the integration of security
knowledge, Large Language Models (LLMs) can also be
explored to mitigate this issue [145] Consequently, it will
enhance the security of industrial assets, improve confiden-
tiality, integrity, and authenticity, and reduce the risk of
failure.

Ontologies are developed for a common understanding
of things, and phenomena and for sharing knowledge via
machines; however, existing security ontologies are not
interoperable enough for exchanging threats and counter-
measures. Interoperability in security ontologies is hindered
due to several factors, including contextual, semantic and
syntactic mismatches. Firstly, contextual mismatch implies
to inconsistencies in the environment, situation, or setting
that determine the sense of occurrence, often shaped by the
requirements of participant entities. Addressing contextual
mismatch has become an important area of investigation
in security ontologies research, where approaches like
reconciliation of contexts being actively explored. Secondly,
semantic mismatch requires that the meaning of exchanged
concepts align with the contextual information and remain
coherently interpretable across the involved IoT systems.
This type of problem has been explored in several other
domains, similarly like [146], [147]. Thirdly, the syntactic
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(Continued)

mismatch is one of the significant interoperability issues in
security ontologies [148]. This issue arises from differences
in the expressive capabilities of source languages that define
these security ontologies, such as the Resource Description
Framework (RDF) Schema or the OWL - description
logic.

J. INTERPRETABILITY OF COUNTERMEASURES
Ontologies can model threats, security controls, and depen-
dencies, yet are mostly devoid of representations for
dynamically changing threats or real-time decision-making.
Much ontology-based explanation is underutilized in order
to explain relations among the layered defences, adaptive
safeguards, and cascading impacts due to countermeasures.
Stakeholders, therefore, do not get an appropriate feel about
how different countermeasures might lower one risk and
open up another. This can make it difficult for stakeholders to
trust the countermeasure. Recent research suggests the need
to enhance the semantic interoperability and explainability
of security ontologies by integrating them with automated

TABLE 5. (Continued.) List of important acronyms.

reasoning tools [46], [149]. This integration aims to support
the development of adaptive, context-aware, and easily
interpretable defence mechanisms.
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K. BEYOND KNOWLEDGE REPRESENTATION AND
QUERYING
Many researchers have developed security ontologies for
knowledge representation, yet they have not taken advantage
of these ontologies beyond SPARQL Protocol and RDF
Query Language (SPARQL) queries. Security ontologies
should be explored for their potential in reasoning and
inferring new facts, identifying emerging threats, vulnera-
bilities and optimization of machine learning models used
for intruders and anomaly detection. Testing and evaluating
machine learning-based anomaly detection systems requires
advanced approaches, as traditional testing methods pose
safety and security concerns due to the non-deterministic
nature of these systems. The use of ontological approaches
to improve machine learning systems by sharing safety and
security knowledge about threats and protection mechanisms
has rarely been explored, apart from a few recent stud-
ies [150], [151].

L. SECURITY ONTOLOGY ENRICHMENTS
With massive repositories of information detailing attacks,
vulnerabilities, security controls, and advisories available on
the Web, there exists potential to harness this wealth of
data to enrich the knowledge encoded in security ontologies.
Such information can be utilised to improve threat identifi-
cation and countermeasures. Several machine learning based
ontology enrichment methods proposed in the past, yet they
suffer limitations in extracting contextual concepts from the
existing knowledge bases [152], [153]. Recently, researchers
are working to overcome such limitations using advanced
approaches, including LLMs [154], [155]. No doubt these
advanced methods offer significant promises to extracting
embedded security information, which not only aids in
reasoning and attributing vulnerabilities and attacks but also
contributes to intelligent threat and anomalous behaviour
detection.

M. CONTEXT BASED SECURE ACCESS AND CONTROL
OF IOT DEVICES
The existing research studies primarily focus on developing
security ontologies for knowledge collection and repre-
sentation. Additionally, current access control mechanisms
often struggle with implementing dynamic and context-
aware policies due to the highly heterogeneous and rapidly
changing nature of IoT environments [156]. This limits
the ability to enforce fine-grained, real-time access deci-
sions based on situational awareness. The true potential of
ontologies lies in their use in argumentations, negotiations,
and decision-making during the cyberattacks and enabling
the safeguarding of assets in full or partial ways. For
instance, several studies have used ontologies to address
complex issues such as blockchain consensus mechanisms,
legal decision-making for autonomous vehicles, and secure
monitoring and tracing of pharmaceutical supply chain in
the IoT environment [42], [157], [158].

N. MULTI-SOURCE DATA FUSION FOR ENHANCED
SECURITY
Multi-source data fusion faces challenges due to the diverse
nature of data sources, which can vary in format, structure,
and type. Handling such heterogeneity complicates the inte-
gration process and often requires advanced preprocessing
techniques. Several studies in other domains, including [76],
[159], [160], [161], underscore the benefits of ontology-
based multi-source integration in enhancing decision-making
processes. Security ontologies and semantic IoT middle-
wares, can be developed to securely collect and aggregate
data from multiple IoT devices. This approach aids in
identifying anomalies in IoT data, illegitimate IoT devices,
detection of cascading security impacts, vulnerabilities,
threat prevention policies. Additionally, The concept of
Social Internet of Things (SIoT) can also be leveraged to
address these challenges effectively [162].

O. DISCOVER SEMANTIC RELATIONSHIP IN IOT
DEVICES
Identifying semantic relationship in security ontologies to
facilitate proactive measures for ensuring compliance with
security standards and implementing necessary countermea-
sures in the rapidly growing IIoT systems is a promising
future research area. As the IoT systems grow, it also leads
to the growth of vulnerabilities and threats. Addressing and
managing security issues in a growing IIoT ecosystem can be
achieved by identifying relevant changes in instances within
the security ontology. A similar work has been done by
study [163], in which authors has proposed ontologies for
evolving software security in response to changing security
context knowledge.

P. MODELLING INDUSTRY 5.0 SECURITY
Ontology provides a structured approach for modelling
complex cybersecurity concepts, but their adoption in the
Industry 5.0 context is extremely limited. Industry 5.0
focuses on human-centricity, sustainability, and resilience,
introducing singular cybersecurity challenges that traditional
ontologies do not fully address, such as the semantic
modelling of human-machine collaboration vulnerabilities
and adaptive threat responses. Most of the current efforts are
focused on the mere extension of traditional ontologies to
AI-driven systems, without considering the peculiar collabo-
rative and social human factors dimensions of Industry 5.0.
Such gaps need interdisciplinary approaches like the Internet
of Everything (IoE), collective intelligence, which combines
advanced technologies, ontologies with human-centered and
adaptive cybersecurity mechanisms tailored for the evolving
landscape of Industry 5.0.

VIII. CONCLUSION
This paper has reviewed key ontological approaches for
IIoT security modelling, identifying critical cybersecurity
concepts and attributes, which include threat, vulnerability,
security mechanism, asset, loss scenario, capability, and
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criticality. An analysis of ontologies literature revealed that
most existing ontologies focus on data security rather than
the IIoT devices themselves. Our review found that current
security ontologies, often derived from the information
security domain, lack sufficient mapping to security goals
and fall short in addressing the sociotechnical aspects of
IIoT ecosystem security. Furthermore, we identified several
research gaps such as the need for improved interoperability
and integration of multisource knowledge, improved meta-
data for reusability, and the development of standardized
cybersecurity ontologies. We also recommended that these
ontologies should not be developed in silos that limiting
their clarity, completeness, and reusability, particularly for
emerging technologies like Digital Twins and Industry 5.0.
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