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ABSTRACT
Selecting appropriate actions is crucial for building effective Intru-

sion Response Systems (IRS) that can counter intrusions according

to their priority level. Currently, the priority level of intrusions is

determined manually, in a static manner, which is time consuming,

ineffective and cannot scale with the growing number of attacks. In

this paper we present an effective event prioritization methodology

by encoding domain knowledge, namely attack impact and host im-

portance, into features in terms of the confidentiality, integrity and

availability (CIA). The proposed approach is demonstrated using

a testbed architecture where a total of six features are generated

from the domain knowledge and are labeled with appropriate re-

sponse options. One set of features encodes attack impact in terms

of its potential damage and its ability to propagate and another set

of features encodes host importance in terms of data sensitivity,

service criticality, number of connections and vulnerabilities on

the basis of the CIA factors. The case study results indicate that

the generated features help security analysts to select appropriate

response options according to the priority level of events. Addition-

ally, as a result of the methodology a labelled Intrusion Response

(IR) dataset is generated. In future work we aim to use machine

learning to analyze this dataset to infer actions automatically.

KEYWORDS
Intrusion response Systems (IRS), CIA, event prioritization, attack

impact, host importance.
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1 INTRODUCTION
Intrusion detection systems (IDS) play a crucial role in detecting

intrusions but they are limited to generating alerts and do not

take appropriate actions to counter intrusions [1] [2] [3]. On the

other hand, an intrusion response system (IRS) deploys appropriate

actions to either stop an attack or mitigate an ongoing attack. Ex-

amples of some frequently used response options are blocking an

IP address, filtering traffic, terminating a user’s account and gener-

ating an alert. The intrusion response options can be categorized

into two broad categories: passive and active [4]. Passive actions

are more about surveillance and notifying analysts and the impact

of these actions is normally not visible to the users of the network.

Conversely, active actions have a clear impact on the asset or the

network and the implications of such actions are usually visible to

the users. For example, blocking an IP address and blocking user

accounts are active actions. As a result, active actions generally

pose an increased risk over passive actions, especially if they are

incorrectly selected or poorly configured. Consequently, they could

needlessly reduce the network performance or disconnect users. In

addition, intrusions can also be prioritized into different levels of

priority, users, whereas a brute force attack on one device is much

less severe. The high and low priority events are then mapped to ac-

tive and passive response options. However, the majority of current

techniques deploy as some intrusions might have more impact on

the system performance than others. Similarly, depending on the

objectives of the domain, some hosts are more critical than others

from a CIA perspective. Therefore, it is crucial to prioritize events

based on the potential damage of important assets. Event prioritiza-

tion [5] enables security analysts to prioritize events into different

priority levels e.g., a server attack may cause a serious impact for

all network responses without considering factors related to the

host importance and impact of an attack [5]. Additionally, event

prioritization is currently performed manually by security analysts,

which is both time consuming and a challenge when coping with a

growing number of events.
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Figure 1: Overview of the proposed event prioritization based feature generation approach

To address the aforementioned challenges, we propose an effec-

tive event prioritization mechanism that considers factors related

to the host importance, e.g., sensitivity of data, service importance,

number of vulnerabilities and number of connections on the host,

and attack impact factors, e.g., the impact of an attack on a spe-

cific resource and the potential of an attack to propagate to other

hosts. All the factors related to host importance and attack impact

are quantified on the basis of their confidentiality, integrity and

availability (CIA). This means we can capture the potential impact

of each attack on a host, with regards to the CIA, e.g., a DDoS

attack greatly impacts the availability of a host, and similarly for

the importance of a host.

The mechanism presented in this paper provides a flexible way

to incorporate formulas for defining factors related to host impor-

tance and attack severity. As shown in Figure 1, in the proposed

methodology we have considered the testbed using the CICIDS2017

dataset [6] generated by researchers at the Canadian Institute for

Cybersecurity .

The dataset containing benign and attack network flow has been

produce using the testbed in a realistic way. The testbed includes

various hosts, such as servers and personal computers, and a total

of 14 different types of attack, belonging to four major groups,

were executed. We use the proposed mechanism to prioritize events

(attacks from the testbed) based on the type of host that is impacted.

Finally, each factor determining host importance and attack impact

is transformed into a feature on the basis of the CIA. The six types

of generated features are labelled with an appropriate action by

taking the priority of an event into consideration. The case study

results demonstrate that event prioritization plays a key role in

selecting appropriate actions. Furthermore, the generated set of

features with the corresponding labels is a key step towards an

intrusion response (IR) dataset.

The remainder of the paper is organized as follows. Section 2

provides a literature review and related work. Section 3 presents

the details of testbed and the dataset used in the present work. The

detailed description of the proposed approach is provided in Section

4. Section 5 summarizes the case study results and analysis, and

further discusses the action labelling. Finally, the conclusion and

future work are given in Section 6.

2 RELATED STUDY
According to current intrusion response taxonomies the response

options can be divided into two groups [4] [7], active responses and

passive responses. However, one of the key challenges in deploying

active actions is that they impact the normal network functions

if they are configured incorrectly or are falsely deployed. There-

fore, it has been identified in the literature that intrusions should

be prioritized into low and high priority levels [8][1]. In addition,

existing approaches also inherit some limitations in the mapping of

an active response to the correct level of priority. These limitations

include manually assigning an action to counter an attack, which

is time consuming and the delay in deploying a response may in-

crease the chance of the attack being successful. Similarly, a proper

mapping process is required, where previously unseen incidents

can be mapped to either active or passive responses in a timely

manner [10]. This makes the current intrusion response systems

less efficient in selecting the appropriate responses automatically

for countering major intrusions [11]. Although, the authors have

proposed an adaptive cost based IRS [12], with the proposedmethod

considering attack features, host services and data to prioritize in-

trusion alerts. The method also proposes a feedback loop to deploy

an action based on its previous success or failure. However, the

study does not take the number of vulnerabilities and connections

into account when prioritizing alerts.

A cloud intrusion response system (ACIRS) is proposed to pro-

vide risk assessment and mitigation techniques [13]. The approach

takes the asset value, impact of an attack and the reliability of an

alert into account before deciding an action. However, the approach

does not quantify the impact of an attack or the importance of a

host into the CIA factors. An online response cost model [14] is

applied to evaluate the positive and negative impacts of the re-

sponses at attack time to help guide the IR. In this mechanism the

optimal response option is selected based on the attack damage, the

confidence level of the attack and the importance of the targeted

host. Although this method considers the CIA aspects of the attack,

it lacks the mechanism to quantify the requirements of the host

importance into different factors in deciding an action. Similarly,

the authors in [15]have used service dependency graphs to measure

the attack damage and an optimal response, which maximizes the

security benefits and minimizes the negative impact on users and

services, is selected. A fuzzy logic based method [16] is proposed to

address the ambiguity in assessing the factors used for prioritizing

events. The method makes IR effective in terms of cost sensitivity

and time to response. However, the study is limited to a few factors

and does not take factors quantifying the host importance into

account in any real detail.

Researchers [17] have identified the collection of high quality

data for IR as a crucial step required for next level IRSs and the
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Figure 2: Testbed architecture for generating the CICIDS2017 dataset

study has also found that in certain cases data can be labelled by

an expert. Following data collection, it is also important to extract

useful features to achieve better predictions using state of the artML

algorithms. Similarly, the study presented in [18] proposes a deep

learning model for prioritizing and responding to intrusion alerts

[19]. The study uses the skills of security analysts in labelling the

training data and evaluates the performance of the deep learning

algorithm on a test dataset. However, the proposed study uses deep

learning to determine the priority of an event without assigning an

appropriate action to counter an attack.

As the review of the current studies highlights, event prioritiza-

tion is currently performed using either rule based or knowledge

driven approaches. Furthermore, current techniques used for the

event triage and prioritization do not consider factors such as the

host importance, vulnerabilities of a host, the number of connec-

tions, the services running and the data criticality of a host. In our

current work, we consider generating a labelled dataset to enable a

data driven approach for IR prioritization which has thus far been

neglected in the literature. Therefore, in this paper we propose a

mechanism to encode the domain knowledge into features. Subse-

quently, the observations have been labelled by experts that can

ultimately be used by a ML algorithm to improve the IR prioriti-

zation. We also propose a systematic way of encoding the factors

and sub-factors of host importance and attack impact to enable

security analysts to focus on high priority mission critical events.

This will enable security analysts to use knowledge inferred from

ML algorithms instead of simple rule based knowledge generated

by experts for IR.

3 TESTBED
The CICIDS2017 dataset [6] was generated by researchers at the

Canadian Institute for Cybersecurity in 2017 using the testbed

shown in Figure 2. In our study we have used the host information

and attack dataset from the testbed to generate domain knowledge

based features. The testbed has been divided into a victim network

and an attacker network. The network infrastructure includes com-

monly used equipment, including a router, firewall, switch and a

range of common operating systems, such as Windows, Linux and

Mac OS X. The attacker network includes a router, switch and four

PCs, while the victim network includes three servers, a firewall,

two switches and ten PCs.

The testbed has been used to generate a dataset consisting of

14 types of attack and these can be broadly divided into four

main groups. The first group of attacks, includes denial of service

(DoS) attacks (e.g., botnets, DDoS, DoS GoldenEye, DoS Hulk, DoS

Slowloris). The second group of attacks consists of password attacks

(e.g., FTP-Patator, SSH-Patator and brute force). The third group is

port scanning and the fourth group of attacks includes Heartbleed,

infiltration, SQL-injection and cross-site scripting (XSS).

4 FEATURE ENGINEERING FOR INTRUSION
RESPONSE

One of the key challenges in evaluating ML algorithms for IR is

the lack of an IR dataset and to the best of our knowledge no

such dataset exists. Therefore, it was decided to produce features

related to the host importance and attack severity using expert

knowledge. The host importance features were generated for the

hosts used in the testbed for dataset generation, as shown in Figure

2. In this section we present the details of the testbed and propose

a mechanism to generate features from the attack impact and the

host importance.

4.1 Attack Impact
Attack Impact quantifies the amount of damage an attack could have

on the services of the targeted system in terms of confidentiality,

integrity and availability (CIA) [20]. This is important since different

attacks will have different impacts on the services running on a

specific host and certain attacks will be more damaging to the

confidentiality of a host than its availability and vice versa [21].

Therefore, it is important to consider the impact of each attack so

that an appropriate action can be taken. Another factor that has

been considered in this study is the potential of an attack to spread

to other hosts especially if they share the same configuration. This

is called the propagability of an attack, for example worms and

viruses propagate and infect other systems. Therefore, it is required

to take this factor into consideration so that an action can be taken

in such a way that the spread of an intrusion can be contained as

close to the targeted system as possible.
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Table 1: Calculating attack impact for attacks in the CICIDS2017 dataset

Attack CIA Weight impact Impact CIA Weight

Propagability

Propagability Total Attack Impact

C I A C I A C I A C I A A C I

DoS Hulk A 0 0 1 0 0 0.6 0 0 1 0 0 0.1 0.7 0 0

DDoS A 0 0 3 0 0 0.8 0 0 1 0 0 0.2 2.6 0 0

DoS

GoldenEye

A 0 0 1 0 0 0.6 0 0 1 0 0 0.1 0.7 0 0

DoS

slowloris

A 0 0 1 0 0 0.6 0 0 1 0 0 0.1 0.7 0 0

DoS

Slowhttptest

A 0 0 1 0 0 0.6 0 0 1 0 0 0.1 0.7 0 0

PortScan C 1 0 0 0.6 0 0 1 0 0 0.1 0 0 0 0.7 0

FTP-Patator C 1 0 0 0.6 0 0 1 0 0 0.1 0 0 0 0.7 0

SSH-Patator C 1 0 0 0.6 0 0 1 0 0 0.1 0 0 0 0.7 0

Infiltration C 2 0 0 0.6 0 0 1 0 0 0.1 0 0 0 1.3 0

Heart bleed C 3 0 0 0.7 0 0 1 0 0 0.1 0 0 0 2.2 0

Botnet CIA 2 1 1 0.5 0.5 0.5 2 2 2 0.3 0.3 0.3 1.1 1.6 1.1

Web Attack –

Brute Force

CIA 2 1 2 0.5 0.5 0.5 1 1 1 0.1 0.1 0.1 1.1 1.1 0.6

Web Attack –

XSS

CIA 2 1 2 0.5 0.5 0.5 1 1 1 0.1 0.1 0.1 1.1 1.1 0.6

Web Attack –

Sql Injection

CIA 2 1 2 0.5 0.5 0.5 1 1 1 0.1 0.1 0.1 1.1 1.1 0.6

Determine the attack impact: We have developed the following

equations to calculate the overall impact of each attack in terms of

the confidentiality, integrity and availability (CIA) respectively.

𝐴𝑡𝑡𝑎𝑐𝑘_𝐼𝑚𝑝𝑎𝑐𝑡𝑐𝑜𝑛𝑓 𝑖𝑑𝑒𝑛𝑡𝑖𝑎𝑙𝑖𝑡𝑦 = 𝑊𝐶∗ 𝐼𝑚𝑝𝑎𝑐𝑡𝐶+𝑊𝐶𝑝𝑟𝑜𝑝𝑎𝑔𝑎𝑏𝑖𝑙𝑖𝑡𝑦
∗𝛽𝐶
(1)

𝐴𝑡𝑡𝑎𝑐𝑘_𝐼𝑚𝑝𝑎𝑐𝑡𝑖𝑛𝑡𝑒𝑔𝑟𝑖𝑡𝑦 = 𝑊𝐼 ∗ 𝐼𝑚𝑝𝑎𝑐𝑡𝐼 +𝑊𝐼𝑝𝑟𝑜𝑝𝑎𝑔𝑎𝑏𝑖𝑙𝑖𝑡𝑦 ∗ 𝛽𝐼 (2)

𝐴𝑡𝑡𝑎𝑐𝑘_𝐼𝑚𝑝𝑎𝑐𝑡𝑎𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦 =𝑊𝐴 ∗ 𝐼𝑚𝑝𝑎𝑐𝑡𝐴 +𝑊𝐴𝑝𝑟𝑜𝑝𝑎𝑔𝑎𝑏𝑖𝑙𝑖𝑡𝑦
∗ 𝛽𝐴
(3)

In Eqs. (1), (2) and (3),𝑊𝐶 ,𝑊𝐼 , and𝑊𝐴 are numeric values from

{1, 2, 3} that represent the weights of the impact of each attack

on the confidentiality, integrity, and availability respectively. The

values 1, 2 and 3 are utility values representing low, medium, and

high impacts respectively. While 𝐼𝑚𝑝𝑎𝑐𝑡𝐶 , 𝐼𝑚𝑝𝑎𝑐𝑡𝐼 , and 𝐼𝑚𝑝𝑎𝑐𝑡𝐴
are numeric values from [0, 1] that represent the attack’s impact in

terms of confidentiality, integrity, and availability on the resources

of a host.

Similarly𝑊𝐶𝑝𝑟𝑜𝑝𝑎𝑔𝑎𝑏𝑖𝑙𝑖𝑡𝑦
, 𝑊𝐼𝑝𝑟𝑜𝑝𝑎𝑔𝑎𝑏𝑖𝑙𝑖𝑡𝑦 , and 𝑊𝐴𝑝𝑟𝑜𝑝𝑎𝑔𝑎𝑏𝑖𝑙𝑖𝑡𝑦

are

numeric values from {1, 2, 3} that represent the weights of the

propagability of each attack on confidentiality, integrity and avail-

ability respectively. 𝛽_C, 𝛽_I, and 𝛽_A are numeric values from [0,

1] that represent the propagability of the attack for the CIA factors,

respectively. For example, 𝛽_C for port scan is 0.1 with a weight of

1.

Finally, the impact and propagability is weighted summed up to

get the total impact of an attack in terms of confidentiality, integrity,

and availability respectively. The domain expert uses risk analysis

skills and determine the impact of each attack as high, medium,

or low as shown in Table 1. The impact an attack is high if there

is a total loss of CIA resulting in full control of the attacker over

impacted resource directly. The impact of an attack is low if an

attacker has limited and indirect control over the impacted resource

in terms of CIA. The impact of an attack is medium in situations

where the attacker has limited control over the impacted resource

directly for CIA.

An example illustration: For example, it can be observed from

Table 1 that for a port scan attack the confidentiality impact is 0.6

multiplied with a weight of 1 (low). A botnet attack has an impact

of 0.5 with

Eqs. (1), (2) and (3) calculate the impact of an attack in terms

of the CIA factors for the 14 types of attacks in the CICIDS2017

dataset. The number of resources impacted from a CIA perspective

plays a key role in the weight assignment, 1 (low), 2 (medium)

or 3 (high). These resources can be services, data or ports on the

host. For example, a Denial of Service (DoS) attack impacts the

availability of a host but might not impact its confidentiality or

integrity, therefore a greater weight will be assigned to availability.

𝛽 is the propagability of an attack that impacts the CIA

of a system and and 𝑊𝐶𝑝𝑟𝑜𝑝𝑎𝑔𝑖𝑏𝑖𝑙𝑖𝑡𝑦 , 𝑊𝐼𝑝𝑟𝑜𝑝𝑎𝑔𝑖𝑏𝑖𝑙𝑖𝑡𝑦 and

𝑊𝐴𝑝𝑟𝑜𝑝𝑎𝑔𝑖𝑏𝑖𝑙𝑖𝑡𝑦are the weights assigned to it. This measure quan-

tifies the potential propagation of an attack that impacts systems

other than itself. Since in some cases, the impact of an attack is local,

and it only affects the local host which has been attacked directly.

However certain attacks have the potential to spread through the

network to other hosts with similar or different configurations.

For example, as it can be observed that a botnet might have more

impact on other hosts than other types of attack. Therefore, a value

of 0.3 and a weight of 2 is assigned making a total of 0.6 (2*0.3)
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Figure 3: Scores and Weights assigned to determine host importance of different hosts of the testbed

propagability score for CIA. It is important to take this measure

into consideration because in complex systems, like large-scale IoT

systems, it is required to estimate the potential propagability of an

attack in order to minimize the risk of damage.

The propagability is the product of a numerical value in [0, 1]

and the weight assigned to it, and it was calculated separately for

each of the CIA factors. The value of the weights can be assigned

as 1 (low), 2 (medium) or 3 (high) depending on the ability of an

attack to propagate. The propagability of an attack is high if it has

the ability to spread to all hosts connected to the impacted host

in terms of CIA. If the attack spread to the hosts that have similar

configurations as that of impacted host then the propagability is

considered as medium. The propagability is low if the attack spread

only to the directly connected host in terms of CIA. The domain

expert uses the qualitative description of low, medium, and high to

calculate propagability weights and scores of an attack from CIA

perspective as shown in Table 1. Table 3 shows the details of the

scores used to calculate the attack impact according to the factors

defined in Eqs. (1), (2) and (3).

4.2 Host Importance
It is crucial to consider the importance of a host (or asset) before

assessing the potential damage of an attack since attacks can affect

different hosts differently [21] . Typically, a host that supports

more critical functions and services is considered more important.

Furthermore, the importance of these hosts will be different in terms

of their confidentiality, integrity and availability. The criticality of

an asset or host needs to exist in measurable factors and in the

current literature very little work has been done in this regard [5].

These factors ultimately play a crucial role in selecting an optimal

intrusion response.

The host importance has been calculated for different assets

in our testbed, e.g., a PC, routers, servers, a firewall and printers.

The key characteristics to evaluate host criticality include the level

of sensitivity of data and the criticality of services on the host.

Furthermore, the hosts do not operate in isolation and are normally

connected to other hosts and this connectivity makes them more

important. Therefore, it is crucial to take into account the number

of connections on a host, so that the influence of a host on other

hosts can be quantified. The level of connectivity can be defined on

a network level (e.g., using subnets or VLANs) or firewall rules can

be used to define the number of connections and their importance

to a host.

Another factor to consider is the host exposure to vulnerabilities,

which is the likelihood of a host being the target of a successful

attack and the potential damage. The host exposure to vulnerabil-

ities is calculated for the CIA factors separately in the Common

Vulnerabilities and Exposure (CVE) format. This format uses the

Common Vulnerability Scoring System (CVSS) [22] and is avail-

able at the National Vulnerability Database (NVD) [23]. We have

calculated the impact of vulnerabilities with regard to their poten-

tial damage to the CIA factors (e.g., a specific vulnerability could

cause an impact with high availability and medium confidentiality).

The vulnerability calculation CVE format will help to integrate our

approach with existing approaches.

Determine the host importance: The aforementioned factors that

determine the host importance have been calculated according to

Eqs. (4), (5) and (6). These equations have been proposed to calculate

the host importance for each host in the testbed used to generate

the CICIDS2017 dataset.

Host importance Confidentiality = 𝑊𝐷𝑎𝑡𝑎 .𝛼 + 𝑊𝑆𝑒𝑟𝑣𝑖𝑐𝑒 . 𝑆𝑒𝑟𝑣𝑖𝑐𝑒𝑖𝑚𝑝𝑜𝑟𝑡𝑎𝑛𝑐𝑒

+𝑊𝑐𝑜𝑛𝑛 . 𝑐𝑜𝑛𝑛𝑒𝑐𝑡𝑖𝑜𝑛𝑠 + 𝑊𝑣𝑢𝑙𝑛 . 𝐸𝑥𝑝𝑜𝑉𝑢𝑙𝑛𝑠

(4)

Host importance Integrity = 𝑊𝐷𝑎𝑡𝑎 .𝛼 + 𝑊𝑆𝑒𝑟𝑣𝑖𝑐𝑒 . 𝑆𝑒𝑟𝑣𝑖𝑐𝑒𝑖𝑚𝑝𝑜𝑟𝑡𝑎𝑛𝑐𝑒

+𝑊𝑐𝑜𝑛𝑛 . 𝑐𝑜𝑛𝑛𝑒𝑐𝑡𝑖𝑜𝑛𝑠 + 𝑊𝑣𝑢𝑙𝑛 . 𝐸𝑥𝑝𝑜𝑉𝑢𝑙𝑛𝑠

(5)

Host importance Availability = 𝑊𝐷𝑎𝑡𝑎 .𝛼 + 𝑊𝑆𝑒𝑟𝑣𝑖𝑐𝑒 . 𝑆𝑒𝑟𝑣𝑖𝑐𝑒𝑖𝑚𝑝𝑜𝑟𝑡𝑎𝑛𝑐𝑒

+𝑊𝑐𝑜𝑛𝑛 . 𝑐𝑜𝑛𝑛𝑒𝑐𝑡𝑖𝑜𝑛𝑠 + 𝑊𝑣𝑢𝑙𝑛 . 𝐸𝑥𝑝𝑜𝑉𝑢𝑙𝑛𝑠

(6)

In Eqs. (4), (5) and (6) we calculate the importance of the host

from a confidentiality, integrity, and availability perspective, respec-

tively. Each equation takes the data sensitivity, service importance,

number of connections and exposure to vulnerability factors of a

host into consideration. The sensitivity determines the sensitivity

level of the data on a machine. For example, a machine hosting

personal information of employees is more critical than a machine

which hosts public data. The service importance is another factor

that describes the importance of a host, and it represents the level

of importance of a particular service. For example, a web server

hosting web services to provide access to resources within a busi-

ness will be considered as highly important. The next factor in each
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equation is the connectivity of a host to other systems, e.g., a host

connected to 10 other machines is considered more important than

a host connected to 2 machines. The final factor that determines

the importance of a host is the exposure of a host to vulnerabilities,

a host which is exposed to 10 known types of vulnerability is more

vulnerable than a host which is only exposed to 2 known vulnerabil-

ities. Both the number of vulnerabilities and types of vulnerability

are considered when the weights and scores are assigned to this

factor. Eqs. (4), (5) and (6) calculate these factors separately for the

confidentiality, integrity, and availability respectively.

In each equation,𝑊𝐷𝑎𝑡𝑎 ,𝑊𝑆𝑒𝑟𝑣𝑖𝑐𝑒 ,𝑊𝑐𝑜𝑛𝑛 and𝑊𝑣𝑢𝑙𝑛 represent

the weights assigned to data sensitivity, service importance, the

connectivity level, and the exposure to vulnerabilities of a host

respectively. The weights are assigned by domain experts as 1 (low),

2 (medium) and 3 (high). Likewise, 𝛼 (𝑎𝑙𝑝ℎ𝑎), 𝑆𝑒𝑟𝑣𝑖𝑐𝑒𝑖𝑚𝑝𝑜𝑟𝑡𝑎𝑛𝑐𝑒 ,

𝑐𝑜𝑛𝑛𝑒𝑐𝑡𝑖𝑜𝑛𝑠 and 𝐸𝑥𝑝𝑜𝑉𝑢𝑙𝑛𝑠 are the scores from [0, 1] assigned

to each factor. The data sensitivity and importance of service is

assigned a weight of high if the data or service is critical and has a

catastrophic impact on the organization if compromised in terms

of CIA. For example, data and service related to finance, intellec-

tual property, and administrative credentials. The data sensitivity

and importance of a service is categorized as medium if data or

service related to internal use is compromised and does not have

catastrophic impact e.g., service related to managing emails and

internal documents. The domain expert categorizes a service or

particular type of data low if it is related to public use. A host

can be connected to large, moderate, and fewer numbers of other

hosts, the domain expert uses this information to determine a host’s

weight as high, medium, and low respectively. The vulnerability

weights of a host are determined by an expert as high, medium,

and low by identifying the number and types of vulnerability for

CIA dimensions.

An example illustration: Based on the qualitative description of

each factor both the weights and scores are assigned to each host

of the testbed to determine host importance as shown in Figure 3.

In each equation the weight is multiplied by a score assigned to

each factor to obtain the overall importance. Finally, all the factors

are weighted summed up to determine the overall host importance.

The value of the total host importance is a value out of 12 since

it is the maximum value when all factors for the host importance

are taken into consideration. The victim network from the testbed

architecture, used to generate the CICIDS2017 dataset, was in turn

utilized to determine the host importance for the servers, firewall

and PCs of the victim’s network.The following example illustrates

the process of computing the weights and scores (from Figure 3)

for the host (webserver 16) of the testbed.

According to Eq. (4)

Web Server importance Confidentiality = 1∗0.5 + 1∗0.5 + 1∗0.5 +
1∗0.5 = 2

According to Eq. (5)

Web Server importance Integrity = 1∗0.5+ 1∗0.5+1∗0.5 + 1∗0.5 = 2

According to Eq. (6)

Web Server importance Availability= 3∗0.8+ 2∗0.8+3∗0.8 + 3∗0.8 =
8.8

The webserver is highly important from an availability perspec-

tive, but less important from a confidentiality perspective. There-

fore, comparatively less importance is placed on the confidentiality

and integrity, but a greater score of 8.8 is obtained for the availabil-

ity of the web server. A similar procedure was followed to measure

the importance of each host in the testbed for each of the CIA fac-

tors. The scores and weights assigned to the data sensitivity, service

importance, number of connections and exposure to vulnerabilities

of a host were calculated using domain knowledge. These calcula-

tions are based on the subjective opinion of experts and could be

different in different domains.

Table 2 presents more details of the hosts used in the testbed

including their IP addresses. The attack column indicates the types

of attack that were carried out on a specific server or PC, as it can be

observed most of the attacks were carried out on Ubuntu webserver

16.

We used the CIA characteristics of attacks as domain knowledge

to map the type of attack to its impact in terms of the CIA factors.

For example, all types of DoS attack have been mapped to avail-

ability, since these attacks aim to make the service unavailable for

legitimate users. Botnet attacks have the ability to compromise the

host in terms of all three key dimensions (CIA) of security. The last

column in Table 2 shows the total score (calculated from the data

in Figure 3) for each host calculated from the factors (impact and

propagability of an attack) mentioned in equations 4, 5 and 6.

From Table 2 it can be observed that the total host importance

score is heavily dependent on the types of services running on it

and the type of attack that is carried out against it. For example,

the Ubuntu 16 webserver has been considered as highly important

from an availability perspective, since the server provides services

to other hosts, and is comparatively less important in terms of

confidentiality and integrity. Consequently, if an attack with a large

confidentiality impact is carried out against this server, it might not

be that damaging. These factors ultimately play a crucial role in

prioritizing events, a so that we can identify which alert to respond

to first, making intrusion response more rational and cost sensitive.

5 ACTION SELECTION AND LABELING
This section demonstrates assigning suitable actions based on dif-

ferent attack impact and host importance values. Subsequently,

these values have been converted into features (as columns) and a

total of six features were generated including three features from

the host importance and three from the attack severity. Table 3

shows an excerpt from the resultant IR dataset representing host

importance (HI) and attack impact (AI) in terms of the CIA factors

and using them as features. The first column indicates the attack

type from the dataset and the last column provides the best action

for mitigating the attack.

After generating the features another step towards generating

a labelled IR dataset is to label the data so that ML models can be

applied. The labelled data consists of columns (known as features)

and rows (known as observations) and is used for the training and

testing of ML algorithms. In our study the features are generated

from domain knowledge and each observation represents a numer-

ical value for each feature. It is important to take these values into

account when assigning actions. The domain expert follows the

following procedure to map actions to host importance and attack

factors.
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Table 2: Details of the host used in the testbed and the total host importance

Host IP Address Attack CIA Total Host
Importance
C I A

Firewall 172.16.0.1 (NA) (NA) 1.25 2 2

DNS+ DC Server 192.168.10.3 (NA) (NA) 1.25 2 2

Web server 16 Public 192.168.10.50 Brute Force CIA 2 2 8.8

FTP-Patator, SSH-Patator, Port Scan, Heartbleed C 2 2 8.8

DoS slowloris, DoS Slowhttptest, DoS Hulk, DoS

GoldenEye, DDoS LOIT

A 2 2 8.8

Web Attack – Brute Force, Web Attack – XSS,

Web Attack – Sql Injection

CIA 2 2 8.8

Ubuntu server 12 Public 192.168.10.51 Portscan + Nmap C 2 3 7.8

Ubuntu 14.4, 32B 192.168.10.19 Portscan + Nmap C 0.75 1.5 1.7

Ubuntu 14.4, 64B 192.168.10.17 (Portscan + Nmap C 0.75 1.5 1.7

Ubuntu 16.4, 32B 192.168.10.16 Portscan + Nmap C 0.75 1.5 1.7

Ubuntu 16.4, 64B 192.168.10.12 Botnet ARES CIA 0.75 1.5 1.7

Win 7 Pro, 64B 192.168.10.9 Portscan + Nmap, Botnet ARES C, CIA 1.3 2.3 2.7

Win 8.1, 64B 192.168.10.5 Infiltration, Dropbox download, Botnet ARES C, CIA 1.3 2.3 2.7

Win Vista, 64B 192.168.10.8 Portscan + Nmap, Botnet ARES C, CIA 1.3 2.3 2.7

Win 10, pro 32B 192.168.10.14 Portscan + Nmap, Botnet ARES C, CIA 1.3 2.3 2.7

Win 10, 64B 192.168.10.15 (Portscan + Nmap, Botnet ARES C, CIA 1.3 2.3 2.7

MAC 192.168.10.25 Infiltration – Cool disk C 1.3 2.3 2.7

• Find the maximum value for host importance factors(HI_A,

HI_C, HI_I) and attack impact factors (AI_A, AI_C, AI_I) for

each observation.

• If the maximum value in both factors is related to the same

dimension of the security (e.g., confidentiality or integrity

or availability) then deploy an active action that can counter

the attack according to that dimension of the security.

• If the maximum value in both factors is related to the differ-

ent dimension of the security. For example, host important

maximum value is for availability but the attack impact maxi-

mum value is for confidentiality. In this case assign an action

that could counter the dimension of the security.

• The host importance factors ((HI_A, HI_C, HI_I) and attack

impact factors (AI_A, AI_C, AI_I) values to assign a highly

active, comparatively less active and passive action.

This process highlights that selecting appropriate actions for

each observation is challenging and to achieve these all six ad-

ditional features can be taken into consideration.. The outcome

of the process of mapping host importance and attack impact is

summarized with example as follow.

For example, the first observation (from Table 3) consists of val-

ues 1.25, 2, 9.6, 0, 0 and 0.7, which represent the host importance

(CIA) and attack impact (CIA) features, respectively. For this obser-

vation the host importance in terms of availability is the greatest

value and this value plays an important role in deciding actions.

The block IP address action is selected to stop the attack from an

availability perspective, but it’s not the only factor in action selec-

tion. The remaining features, with comparatively less importance,

are also considered when deciding on actions to take.

As it can be observed from Table 3, for the web server a more

active action “Block_IP” is deployed to counter DoS attacks. On

the other hand, the impact of DDoS attacks is greater than DoS

attacks, therefore a more active action “Drop_Traffic” is assigned.

Port scanning is a type of activity (often attack-related) which im-

pacts the confidentiality of a host and consequently a comparatively

less active action “Restrict Login” is assigned to counter it. This is

due to the fact that the web server is more important in terms of

availability than confidentiality.

Moreover, a botnet is an attack with high impact and the

“Drop_Traffic” action is used to counter it on the web server. How-

ever, a “Filter_traffic” action is deployed to counter the same attack

when the host is a normal PC. A passive action “Redirect Traf-

fic” is assigned for an infiltration attack as the targeted host is a

normal PC. The Heartbleed attack is treated with a comparatively

more active action “Block Traffic” as the targeted system has high

availability requirements.

For example, as it can be observed from Table 3, for some attacks

the host importance and attack impact in terms of the CIA factors

plays an important role in deciding an appropriate action. The map-

ping of each observation to an action is based on expert knowledge

and therefore subject to changes in different domains. As a result of

the methodology presented in this paper it can be observed (Table

3) that attacks have been mapped to appropriate action based on

their priority level. This will help the security analysts to deploy

action quickly to counter serious attack with high priority. It also

helps the security analyst to automate the process to improve the

response selection process. The matching of responses to each ob-

servation is demonstrated for a small number of observations and

will be extended to the full dataset in our future work.
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Table 3: Features for Host Importance and Attack Impact using the CIA factors with corresponding actions

NO Attack Type Host

Importance_C

Host

Importance_I

Host

Importance_A

Attack

Impact_C

Attack

Impact_I

Attack

Impact_A

Action

1 DoS Hulk 1.25 2 8.8 0 0 0.7 Block_IP

2 Dos

GoldenEye

1.25 2 8.8 0 0 0.7 Block_IP

3 DDoS 1.25 2 8.8 0 0 3 Drop_Traffic

4 PortScan 1.25 2 8.8 3 0 0 Restric_login

5 XSS 1.25 2 8.8 1.1 0.6 1.1 Filter_Traffic

6 FTP Patator 1.25 2 8.8 3 0 0 Block_IP

7 Infiltration 1.3 2.3 2.7 1.3 0 0 Redirect_Traffic

8 Heartbleed 2 3 7.8 2.2 0 0 Block_Traffic

9 Bot 1.3 2.3 2.7 1.6 1.1 1.1 Filter_Traffic

10 Bot 1.25 2 8.8 1.6 1.1 1.1 Drop_Traffic

6 CONCLUSION AND FUTUREWORK
In this work we presented an approach for encoding event prior-

itization knowledge and generating features in terms of the CIA

factors for a host and attack. The approach provides a flexible way

to assign different actions depending on the attack impact and im-

portance. The study shows that these additional features can be

used to help guide action selection thus improving the response,

by deploying different actions for different attacks. The work also

achieves the first steps towards generating an intrusion response

dataset by generating these features. Currently, the action labeling

is demonstrated for a small number of attacks and hosts on the

testbed. In future, we aim to combine these features with other

features extracted from the IDS and propose a systematic way of

assigning actions based on the event information for the full dataset.

As a result, an intrusion response dataset will be generated to make

intrusion response a supervised ML problem.
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